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Abstract 
 
During spring 2004, we, a group of five students became involved in a research project 
concerning long-term preservation of e-mails. Luleå University of Technology and The National 
Archives of Sweden assigned us in the search for a general and automatic solution due to the 
change in The Act of Administration where authorities now is obliged to handle public records 
communicated by e-mail. 
 
During this project we have developed an example in the shape of a prototype, one of many ways 
e-mail can be prepared for long-term preservation. In our solution, we have showed how to 
prepare e-mail for long-term preservation by necessitating a structured input of data via a web 
interface and thereby removing the need of thinning. This solution is suitable for case 
management and can be of use by the 24-hours authority. A formalized and structured input is 
possible to manage in an automatic and general way; traditional and unstructured e-mails must 
have a human hand to interpret the contents. 
 
The problems to be solved are not technical even if some adjustments has to be made to already 
existing techniques; the problem to solve is - What to preserve, When to preserver; Who should 
preserve and When should we preserve? 
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1 Introduction 
In this chapter, we give a brief introduction and the background from where the project started 
up together with the delimitations that was made.  

1.1 Background 
 

During spring 2004, a research project started involving Luleå University of Technology and The 
National Archives of Sweden. The project has as its goal to investigate and contribute to the 
solution of the giant problem today’s use of more and more digital information and 
communication implies, from a preservation perspective. The project is planned to reach over a 
period of three years and is located in north of Sweden1.  
 
Because of this project, students registered on the course Project in construction of system2, (30.0 
ECTS3) was offered to participate. Our group consisting of five students (MSc in Systems 
Sciences) came to take part in on of several subprojects; a subproject that specifically is searching 
for solutions to the problem organizations of today have managing electronic mail4 from a 
preservation perspective.  
 
This implies that our subproject has two different branches; one is to fulfill our responsibilities 
against The National Archives and the other to pass the examination of the class. The 
examination is judged strictly in the perspective of controlling and managing the project itself 
and has no actual concern with our final production result or the quality of the same. An 
imperative demand from the university was for us to rotate the leadership of the project among all 
group members; all in order to affirm the ultimate sharing of knowledge among the same.  
 
This report will exclusively deal with the production result and has nothing to do with the 
examination considerations. 

1.2 The Assignment 
 
1 July 2003 a change in The Act of Administration, took effect that implied that national 
government, local government and county council authorities became obliged to accept electronic 
mail as a way for the public to communicate with the authorities. By order of The National 
Archives, the project group took on the assignment to investigate the need and develop 
recommendations, to fulfil The National Archives wishes for a solution consisting of a general 
and automatic approach to managing electronic mail from a long-term preservation perspective.  
 
Plenty of international research has already been done in the area of digital preservation. A start 
was to study previous research and draw inferences of how this could be applied to Swedish 

                                                 
1 Sävast, located between Luleå and Boden 
2 Luleå University of technology 
3 European Credit Transfer System, system för att jämföra i första hand europeiska akademiska utbildningars 
omfattning i tid.  
4 E-mail is short of electronic mail and both will be used through out this report 
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organizations and their needs of today. The most relevant international results suited for our 
purpose will be summoned up in chapter 2.3.  
 
Even if much work already is done internationally, different structure of managing business, 
different legal aspects, different business culture and different culture pure generally makes it 
problematic to accept solutions already made by others without adapting them to the environment 
in question.  

1.3 Definitions of Concept  
 
When it comes to correspondence by electronic mail between a government and the public we 
can distinguish two different categories (Fig. 1).  
 

• The first category consists of those e-mails that are addressed to a public e-mail address, 
belonging to a specific department or the government as a whole. The receiver of the 
electronic mail is not a specific person but a registrar who acts as the gateway in to the 
government. The registrar decides whether the e-mail has record status, is a public record 
and takes steps accordingly to that. Example of an e-mail address in this case could be – 
case@authority.se. The e-mail is counted as delivered when the authority has received the 
e-mail in the authority’s inbox. 

 
• The second category consists of those e-mails that also are addressed to a government but 

the difference here from the first category is that a specific person working in the 
government is the recipient. The recipient of the electronic mail is a physical person who 
can receive e-mails both as a private person as well as a government employee. It is up to 
the recipient to make the distinction if the e-mail in question should be counted as private 
e-mail or if the e-mail has record status, is a public record and therefore should be 
managed thereafter. Example of an e-mail address in this case could be – 
per.johansson@authority.se. The e-mail is counted as delivered when the recipient, Per 
Johansson has received the e-mail in his inbox. 

 
 

 
Figure 1 Private and official correspondence 

 

Category 1 

Category 2 
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1.4 Purpose  
 

• Prove and establish an understanding of the need to necessitate a structured input of data 
from the producer/sender in order to make preservation of electronic mail possible in an 
automatic, legal and general way.  

• Provide recommendations of how this can practically be accomplished  

1.5 Scope  
 
Preserving electronic mail in general raises several complex questions and decisions to make as 
well as preservation of any digital material does. Some questions to consider are defined and 
classified by Hedstrom where she distinguish four different areas for research and development: 
 

• Storage Media 
• Migration 
• Conversion 
• Management tools 

 
A deeper explanation of the above definitions will be given in chapter 2.2 but already now it 
seems to be in place to note that the prototype and the conclusions drawn from this subproject, 
given in chapter seven originates from the area Management tools. The tools from our point of 
view imply intelligence built in to automatize preservation of e-mails by structuring the input of 
data already in the moment of creation. Because of a structured input, we can collect searchable 
data without dependency of a human hand and passing the data along the cycle e-mails goes 
throw while dispatching and replying.  
 
This way of structuring the input of data is totally dependent on the fact that the first contact, the 
first e-mail is sent from a web form, which is presented in chapter five. The whole solution is 
built on the fact that some steps are followed, which is a relevant solution due to the fact that the 
case of an public record always start with the public contacting the authority – not the other way 
around. This also delimitates our solution to only be effective and work functionally when 
dealing with those e-mails, which falls under the definition public records communicated 
between the public and an authority – not e-mails sent among the public. 
 
Even if our subproject has not solved the whole problem with preservation of e-mails, it still 
plays an important part due to the fact that our solution will minimize the total amount of 
unstructured e-mails authorities have to deal with. This solution is only one of many possible and 
all together all solutions will help solve the problem in whole.  
 
A reduction in the automatization was found when replying to the structured e-mail because the 
present e-mail standard RFC 822 is not developed in the sense of preservation. To change this 
standard is out of our power, all we can do is to put focus on the problem, which became visible 
while developing the prototype. 
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Furthermore legal and organizational demands plays a giant part that will be kept in mind but not 
implemented in the prototype that is the result of the project besides this report.  
 
This report makes a distinction between electronic mails that can be counted as private 
correspondence and those that can be counted for as public records, has record status. Only those 
electronic mails, which can be classified as public records and communicated between the public 
and a government (category one), are according to us possible subjects for a more structured 
management (Fig. 1).  
 
Those legal considerations that come in mind when we discuss e-mails out of an archiving 
perspective are access and privacy issues - what is private correspondence and what falls under 
the line of duty. This considerations falls outside the scope of this report due to the fact that we 
leave all private e-mails untouched, we are not converting those e-mails, just letting them through 
as normally done. We are developing a prototype as an attempt to preserve electronic messages 
communicated between the public and an authority where all correspondence is treated as public 
records according to the law. 
 
What we in common mean when we talk about electronic mail - an unstructured body of text, 
which can consist of any information what so ever is not the e-mails we preserve in this report. 
We visualize the need to necessitate a structured input of data in the aspects of long-term digital 
preservation. 
 
Ray Tomlinson delivered the first electronic mail in 1971 and since then communication by e-
mail has more or less become our daily life due to its advantages in speed and simplicity to 
dispatch. It’s cheaper and quicker then regular post, if IMAP5 is used you can read the same e-
mail from any computer located anywhere, you can dispatch exactly the same e-mail to as many 
as you want at the same time etc. 
 
From an archival point of view, we can feel that generations to come will be missing out some of 
the elements we ourselves felt during our visit to The National Archives in Stockholm when 
looking at really old books and letters in handwriting that was made several hundreds years ago. 
So much information from the period of time can be experienced between the lines, the smell, the 
look, the colors, the shape and structure of the paper etc. This is something digital 
communication never can mediate in the same excellent way no matter how much we try to 
preserve the environment where the digital file has been designed.  
 
 
 
 
 
 
 

                                                 
5 A protocol that allows the e-mail to be read while still on the mail server.  
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1.6 Disposition 
To make it possible for the reader of this report to choose an issue of interest, rather than 
reading every chapter of the report, we shortly present what can be found under each chapter. 
 
 

Chapter Contents 

1 Introduction and background of what this report 
is all about. 

2 

What e-mails are, how they are built and how 
they are communicated. Relevant laws to 
consider and how e-mails can be treated in an 
archiving perspective. 

3 

General archiving theory in the form of OAIS, 
Hedstroms areas for research and development 
and a short rendering of related international 
work with focus on the Flemish DAVID project. 

4 
An empirical study at The National Board of 
Norrbotten is presented – the situation of today 
and the vision of tomorrow. 

5 

A presentation of the prototype and the web 
interface. By images from the web interface the 
reader can follow the procedure of structuring 
the input of data. 

6 
A technical presentation of what we have 
actually done, which programming languages we 
used, how we tested our prototype and so on. 

7 
Our conclusions and thoughts brought to us 
during the period of this project and a general 
discussion of this report in short. 

8 The references that have been the foundation of 
this report and this subproject. 

9 

A short list of definitions of the Swedish terms 
and names we translated to English. Due to our 
lack in knowledge of juridical terms and the 
English language there may be even better and 
more appropriate translations especially for 
Swedish rules and regulations.  

Appendix 
Extra material for the specifically interested and 
the programming code which was developed to 
implement the prototype. 
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2 Digital Preservation   
In this section a brief description of the OAIS reference model will be rendered in chapter 2.1 
and in chapter 2.2 four different areas for research and development in digital preservation 
as identified by Hedstrom will be given - Storage Media, Migration, Conversion and 
Management Tools. A short glint will also be given of what already is done internationally in 
the area of digital preservation and a deeper insight in the David project due to their leading 
position in the area for the moment. 

2.1 OAIS – Open Archival Information System (CCSDS)6 
The following section (2.1) is rendered from CCSDSs “Reference Model for an Open Archival 
Information System (OAIS)”. A literal rendering has been the case where the original text 
already was found to be brief, exact, and easy to comprehend.  
 
CCSDS has developed a technical recommendation for use in developing a broader consensus 
on what is required for an archive to provide permanent or indefinite long-term, preservation 
of digital information.  
 
According to CCSDS: 
 
“… the recommendation establishes a common framework of terms and concepts which 
comprise an Open Archival Information System (OAIS). It allows existing and future archives 
to be more meaningfully compared and contrasted. It provides a basis for further 
standardization within an archival context and it should promote greater vendor awareness 
of, and support of, archival requirement……… This reference model does not specify a design 
or an implementation. Actual implementations may group or break out functionality 
differently”.  
 
OAIS is a framework in a sense of a foundation for understanding significant relationships 
among the entities of some environment, and for the development of consistent standards or 
specifications supporting that environment.  It is a reference model7 as it is based on a small 
number of unifying concepts, an abstraction of the key concepts, their relationships, and their 
interfaces both to each other and to external environment.  
 
Furthermore OAIS can be used as a basis for education and explaining standards to a non-
specialist as well as archive designers, archive users, archive managers and standards 
developers have use of it. This due to that the terminology of OAIS crosses various 
disciplines as traditional archivists, scientific data centers and digital libraries. 
 
OAIS can be summarized as: 
 

• Define what is meant by “archiving of data”  
• Break “archiving” into a few functional areas – ingest, storage, access and 

preservation planning Define a set of interfaces between the functional areas 

                                                 
6 Consultative Committee for Space Data Systems, Recommendation for Space Data System Standards. 
7 Other reference models - ISO “Seven Layer” Communications Reference Model; ISO Reference Model for 
Open Distributed Processing; ISO TC211 Reference Model for Geomantic 
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• Define a set of data classes for use in archiving 
• Choose formal specification techniques 

o Data flow diagrams for functional models and interfaces 
o Unified Modeling Language (UML) for data classes 

• Framework for understanding and applying concepts needed for long-term digital 
information preservation 

o Long-term is long enough to be concerned about changing technologies 
o Starting point for model addressing non-digital information 

• Provides set of minimal responsibilities to distinguish an OAIS from other uses of 
“archive” 

• Framework for comparing architectures and operations of existing and future archives 
• Basis for development of additional related standards 
• Addresses a full range of archival functions 
• Applicable to all long-term archives and those organizations and individuals dealing 

with information that may need long-term preservation 
• Does NOT specify any implementation 

 
2.1.1 The OAIS Environment 
 
 

            
Figure 2 Environment Model of an OAIS 

 
On the outside of the OAIS in the environment we find: 

• Producers 
o The role played by those persons, or client systems, which provide the 

information to be preserved. 
• Consumers 

o The role played by those persons, or client systems that interact with OAIS 
services to find and acquire preserved information of interest. A special class is 
the Designated Community - the set of Consumers who should be able to 
understand the preserved information 

• Management 
o One of the responsibilities is to control the OAIS. Not involved in day-to-day 

archive operations, which manages by an administrative functional entity. 
 
Figure 2 illustrates only one OAIS, others are not illustrated explicitly. All OAIS archives 
may establish particular agreements among themselves consistent with Management and 
OAIS needs. They interact for a variety of reasons and with varying degrees of formalism for 
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any pre-arranged agreements. They take on roles to each other where one OAIS can be 
producer or consumer to another or in other arrangement - Archive Interoperability. 
 
2.1.2 OAIS Information 
 
CCSDS gives a clear definition of information which is central to the ability of an OAIS  to 
preserve it. Both persons and systems can be said to have a Knowledge Base, which allows 
them to understand the received information. If a person has a knowledge base, which 
includes an understanding of the Swedish language, then this person can read and understand 
Swedish text under the circumstances that the person also has the ability to see and read.  
 
Information is defined as any type of knowledge that can be exchanged, and this information 
is always expressed, (i.e. represented) by some type of data. If the person who doesn’t have 
the Swedish language in her/his knowledge base then the Swedish text to be read (the data), 
has to be accompanied by a Swedish dictionary and grammar information (i.e. Representation 
Information) in a form that is understandable using the recipient’s knowledge base. 
 
Data interpreted using its Representation Information yields Information (Fig. 3).  
 

 
Figure 3 Obtaining Information from Data 

 
Information Object preservation requires clear identification and understanding of the Data 
Object and its’ associated Representation Information. For digital information, this means that 
the OAIS must clearly identify the bits and the Representation Information that applies to 
those bits. This definition of an Information Object is applicable to all the information types 
discussed in this and the following subsections - they all have associated Representation 
Information. 
 
A complication with preservation of digital information is that the required transparency to 
the bit level is a distinguishing feature and it runs counter to object-oriented concepts, which 
try to hide these implementation issues. Furthermore, Representation Information has a 
recursive nature, its typically composed of its own data and other Representation Information, 
which leads to a network of Representation Information objects. 
 
For OAIS to be able to preserve information for a Designated Community it has to understand 
the Knowledge Base of its Designated Community to understand the minimum 
Representation Information that must be obtained. For a lager Consumer community with less 
specialized Knowledge Base to understand the preserved information the OAIS has to 
maintain a lager amount of Representation object that is necessary for its own Designated 
Community. 
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2.1.3 Information Package 
 
An Information Package is defined as a conceptual container of two types of information, 
Content Information and Preservation Description Information (PDI). These two types are 
viewed as being encapsulated and identifiable by the Packaging Information. 
 
The resulting package is viewed as being discoverable by virtue of the Descriptive 
Information. Figure 4 illustrates the Information Package relationships schematically. 
 
 

 
Figure 4 Information Package Concepts and Relationships 

 
The Content Information: 
The information, which is the original target of preservation. It consists of the Content Data 
Object (Physical Object or Digital Object, i.e. bits) and its associated Representation 
Information needed to make the Content Data Object understandable to the Designated 
Community.  
 
The CDO may be an image that is provided as the bit content of one CD-ROM file together 
with other files, on the same CD-ROM, that contain Representation Information. Only after 
the Content Information has been clearly defined can an assessment of the Preservation 
Description Information be made.  
 
The Preservation Description Information: 
The Preservation Description Information applies to the Content Information and is needed to 
preserve the Content Information, to ensure it is clearly identified, and to understand the 
environment in which the Content Information was created.  
 
The PDI is divided into four types of preserving information:  
 

• Provenance  
o Describes the source of the Content Information, who has had custody of it 

since its origination, and its history (including processing history).  
• Context  

o Describes how the Content Information relates to other information outside the 
Information Package. For example, it would describe why the Content 
Information was produced, and it may include a description of how it relates to 
another Content Information object that is available.  
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• Reference  
o Provides one or more identifiers, or systems of identifiers, by which the 

Content Information may be uniquely identified. Examples include an ISBN 
number for a book, or a set of attributes that distinguish one instance of 
Content Information from another.  

 
• Fixity  

o Provides a wrapper, or protective shield, that protects the Content Information 
from undocumented alteration. For example, it may involve a check sum over 
the Content Information of a digital Information Package.  

 
The Packaging Information: 
That information, which, either actually or logically, binds, identifies and relates the Content 
Information and PDI. If the Content Information and PDI are identified as being the content 
of specific files on a CD-ROM, then the Packaging Information would include the ISO 9660 
volume/file structure on the CD-ROM, as well as the names and directory information of the 
files on CD-ROM disk.  
 
The Descriptive Information: 
That information which is used to discover which package has the Content Information of 
interest. Depending on the setting, this may be no more than a descriptive title of the 
Information Package that appears in some message, or it may be a full set of attributes that 
are searchable in a catalog service.  
 
2.1.4 Information Package Variants  
 
To be able to distinguish between an Information Package that is preserved by an OAIS and 
one that are submitted to, and disseminated from an OAIS the reference model provides 
different variants of Information Packages. The reality reflects that some submission to an 
OAIS will have insufficient Representation Information or PDI, or just organized differently 
from the way OAIS does etc., which don’t meet final OAIS preservation requirements. 
 
The Submission Information Package (SIP): 
The package that is sent to an OAIS by a Producer. Its form and detailed content are typically 
negotiated between the Producer and the OAIS. Most SIPs will have some Content 
Information and some PDI, but it may require several SIPs to provide a complete set of 
Content Information and associated PDI to form an AIP. A single SIP may contain 
information that is to be included in several AIPs. The Packaging Information will always be 
present in some form.  
 
Archival Information Packages (AIP):  
Within the OAIS one or more SIPs are transformed into one or more AIPs for preservation. 
The AIP has a complete set of PDI for the associated Content Information. The AIP may also 
contain a collection of other AIPs. The Packaging Information of the AIP will conform to 
OAIS internal standards, and it may vary as it is managed by the OAIS.  
 
Dissemination Information Package (DIP): 
In response to a request, the OAIS provides all or a part of an AIP to a Consumer in the form 
of a DIP. The DIP may also include collections of AIPs, and it may or may not have complete 
PDI. The Packaging Information will necessarily be present in some form so that the 
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Consumer can clearly distinguish the information that was requested. Depending on the 
dissemination media and Consumer requirements, the Packaging Information may take 
various forms. 
 
 
2.1.5 OAIS High-Level External Interactions 
 
Figure 5 illustrates a data flow diagram that represents the operational OAIS archive external 
data flows and it concentrates on the flow among Producers, Consumers, and the OAIS and 
does not include flows that involve management. 
 
 

 
Figure 5 OAIS Archive External Data 

 
Management Interaction: 
Management provides the OAIS with its charter and scope. Examples of typical interactions 
between the OAIS and Management include:  
 

• Management is often the primary source of funding for an OAIS and may provide 
guidelines for resource utilization (personnel, equipment, facilities).  

• Management will generally conduct some regular review process to evaluate OAIS 
performance and progress toward long-term goals.  

• Management determines, or at least endorses, pricing policies, as applicable, for OAIS 
services.  

• Management participates in conflict resolution involving Producers, Consumers, and 
OAIS internal administration.  

 
Producer Interaction: 
The OAIS, the Producer, or Management may initiate the first contact, which is a request that 
the OAIS preserve the data products created by the Producer. The Producer establishes a 
Submission Agreement with the OAIS, which identifies the SIPs to be submitted and may 
span any length of time for this submission.  
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Some Submission Agreement can be mandatory and some voluntary but even in the case 
where no formal Submission Agreement exists, such as a World Wide Web (WWW) site, a 
virtual Submission Agreement may exist specifying the file formats and the general subject 
matter the site will accept. Within the Submission Agreement, one or more Data Submission 
Sessions are specified which in turn contains one or more SIPs. The Data Submission Session 
content is based on a data model negotiated between the OAIS and the Producer in the 
Submission Agreement. Interested readers are referred to the CCSDS manual for further 
information. 
 
Consumer Interaction: 
Some of many types of interactions between the Consumer and the OAIS include questions to 
a help desk, requests for literature, catalog searches, orders and order status requests. The 
ordering process is of special interest to the OAIS Reference Model, since it deals with the 
flow of archive holdings between the OAIS and the Consumer. The Consumer establishes an 
Order Agreement with the OAIS for information, which currently may exist in the archive or 
be expected to be ingested in the future. The Order Agreement may span any length of time, 
and under it, one or more Data Dissemination Sessions may take place.  
 
Two common order types initiated by the Consumer: 
 
Event Based Order: 
The Consumer establishes an Order Agreement with the OAIS for information expected to be 
received based on some triggering event. This event may be periodic, such as a monthly 
distribution of any AIPs ingested by the OAIS from a specific Producer, or it may be a unique 
event such as the ingestion of a specific AIP.  
 
The Order Agreement will also specify other needed information such as the trigger event for 
new Data Dissemination Sessions and the criteria for selecting the OAIS holdings to be 
included in each new Data Dissemination Session.  
 
Adhoc Order: 
The Consumer establishes an Order Agreement with the OAIS for information available from 
the archive. If the Consumer does not know a priori what specific holdings of the OAIS are of 
interest, the Consumer will establish a Search Session with the OAIS.  
 
During this Search Session the Consumer will use the OAIS Finding Aids that operate on 
Descriptive Information, or in some cases on the AIPs themselves, to identify and investigate 
potential holdings of interest. This searching process tends to be iterative, with a Consumer 
first identifying broad criteria and then refining these criteria based on previous search results.  
 
Once the Consumer identifies the OAIS AIPs of interest, the Consumer may provide an Order 
Agreement that documents the identifiers of the AIPs the Consumer wishes to acquire, and 
how the DIPs will be acquired from the OAIS. If the AIPs are available, an Adhoc Order will 
be placed.  
 
2.1.6 OAIS Functional Entities 
 
Figure 6 illustrates a decreased detailed level from figure 2 that have been split up into six 
functional entities and related interfaces where major information flows are illustrated. The 



 2 Digital Preservation  

 

13

lines connecting entities identify communication paths over which information flows in both 
directions.  
 
In addition there are various Common Services assumed to be available which are considered 
to constitute another functional entity in this model. This entity is so pervasive that, for 
clarity, it is not illustrated in figure 6. 
 
 

 
Figure 6 OAIS Functional Entities 

Ingest:  
Provides the services and functions to accept Submission Information Packages (SIPs) from 
Producers (or from internal elements under Administration control) and prepare the contents 
for storage and management within the archive. Ingest functions include receiving SIPs, 
performing quality assurance on SIPs, generating an Archival Information Package (AIP) 
which complies with the archive’s data formatting and documentation standards, extracting 
Descriptive Information from the AIPs for inclusion in the archive database, and coordinating 
updates to Archival Storage and Data Management.  
 
Archival Storage:  
Provides the services and functions for the storage, maintenance and retrieval of AIPs. 
Archival Storage functions include receiving AIPs from Ingest and adding them to permanent 
storage, managing the storage hierarchy, refreshing the media on which archive holdings are 
stored, performing routine and special error checking, providing disaster recovery capabilities, 
and providing AIPs to Access to fulfil orders.  
 
Data Management:  
Provides the services and functions for populating, maintaining, and accessing both 
Descriptive Information, which identifies and documents archive holdings and administrative 
data used to manage the archive. Data Management functions include administering the 
archive database functions (maintaining schema and view definitions, and referential 
integrity), performing database updates (loading new descriptive information or archive 
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administrative data), performing queries on the data management data to generate result sets, 
and producing reports from these result sets.  
 
Administration:  
Provides the services and functions for the overall operation of the archive system. 
Administration functions include soliciting and negotiating submission agreements with 
Producers, auditing submissions to ensure that they meet archive standards, and maintaining 
configuration management of system hardware and software. It also provides system 
engineering functions to monitor and improve archive operations, and to inventory, report on, 
and migrate/update the contents of the archive. It is also responsible for establishing and 
maintaining archive standards and policies, providing customer support, and activating stored 
requests.  
 
Preservation Planning:  
Provides the services and functions for monitoring the environment of the OAIS and 
providing recommendations to ensure that the information stored in the OAIS remains 
accessible to the Designated User Community over the long term, even if the original 
computing environment becomes obsolete. Preservation Planning functions include evaluating 
the contents of the archive and periodically recommending archival information updates to 
migrate current archive holdings, developing recommendations for archive standards and 
policies, and monitoring changes in the technology environment and in the Designated 
Community’s service requirements and Knowledge Base. 
 
Preservation Planning also designs IP templates and provides design assistance and review to 
specialize these templates into SIPs and AIPs for specific submissions in addition it develops 
detailed Migration plans, software prototypes and test plans to enable implementation of 
Administration migration goals.  
 
Access:  
Provides the services and functions that support Consumers in determining the existence, 
description, location and availability of information stored in the OAIS, and allowing 
Consumers to request and receive information products. Access functions include 
communicating with Consumers to receive requests, applying controls to limit access to 
specially protected information, coordinating the execution of requests to successful 
completion, generating responses (Dissemination Information Packages, result sets, reports) 
and delivering the responses to Consumers. 
 

2.2 Management Tools 
 
Hedstom and Montgomery carried through a study 1998, founded by RLG8 of the status of 
Digital archiving in its member institutions. The primary purpose of the study was:  
 
“…to assess where guidance, education and training, storage, and digital preservation 
services are required, in order to develop the kind of training, mechanisms for resource 
sharing, and services that meet members’ needs”. 
 

                                                 
8 An international consortium of universities and colleges, national libraries, archives, historical societies, 
museums, independent research collections, and public libraries 



 2 Digital Preservation  

 

15

Fifty-four institutions participated in the survey and fifteen in targeted, supplementary 
interviews. Of these, two-thirds already assumed responsibility for preserving material in 
digital form; by 2001, 98 % expected to be preserving both acquired or “born-digital” items 
and materials they have converted to digital form. Only half of the institutions with digital 
preservation responsibilities had policies that govern acquisition, conversion, storage, 
refreshing, and/or migration of digital materials.  
 
Less than half of the institutions with digital holdings refreshed them by copying to new 
media or migrate these materials to current formats. Most institutions that did refresh or 
migrate digital materials carried out these activities ad hoc or in conjunction with system 
upgrades, rather than as an integral part of a digital preservation program.  There was 
consensus that coordinated strategies and shared resources are essential to achieving broad 
solutions and enhancing local efforts; but there was anxiety over the present lack of sufficient 
standards and concrete guidelines for collections and service suppliers.  
 
From the study Hedstrom and Montgomery draws the conclusions that there is a gap between 
current models for digital preservation and the status of digital preservation in many 
institutions. Institutions with large digital collections and more years of experience generally 
have policies in place that govern acquisition, storage, refreshing, and migration of digital 
materials. Nevertheless, the majorities of institutions have not developed digital preservation 
policies or established methods to preserve digital information. 
 
As a mean, which contributes to the problem to be solved Hedstrom has distinguished four 
different areas for research and development - Storage Media, Migration, Conversion and 
Management Tools. She states that these areas often are mutually dependent and ultimately 
must to be integrated into an infrastructure for digital preservation. 
 
Storage Media: 
Includes the significant problem the limited life of magnetic or optical media means. Some 
optical disk technologies promise life spans of up to 100 years while the longevity magnetic 
media indicates a useful life span of 10 to 30 years if they are handled and stored properly. 
Even though most authorities argue that the problems involved has more to do with the fact 
that current media outlast the software and devices needed to retrieve the stored information 
Hedstrom continues – “improvements in the stability, capacity, and longevity of the base 
storage media are needed to drastically reduce the vulnerability of digital materials to loss and 
alteration and to lower storage costs”. 
 
Migration: 
As storage media degenerate after certain time strategies and methods for migration of the 
stored information has to be developed. Hedstrom argues that better methods then those 
existing today has to be developed even though we can see breakthroughs in mass storage 
technologies. From a perspective of digital preservation, we cannot overlook the problem that 
migrating complex digital objects repeatedly between different storage media an extended 
periods of time means. 
 
A planning for a long period of time is necessary but almost impossible, we don’t have 
enough experience with the types of migration needed and we can’t guess the future - when 
will migration be necessary, how much reformatting will be needed, and how much will the 
migration cost? According to Hedstrom there is a need of research in the areas of cost 
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associated with migrations, specific technologies and formats or for particular collections and 
in developing methodologies that would reduce the costs and burdens of migration. 
 
Conversion:  
Hedstrom writes that we live in a hybrid environment, where paper, microfilm, video, and 
magnetic and optical media need to interoperate in a more integrated and transparent manner. 
On a large scale faster, cheaper and higher resolution conversion technologies are needed to 
make digital preservation feasible. A tremendous task is in head of us if we want to convert 
all of today’s already stored material to digital format, which now resides on paper and/or 
microfilm. Moreover the research and planning for digital preservation must recognize that 
we will be dealing with conversion for a long time and that investments in improving capture 
rates, accuracy, resolution, and verification will have long-term benefits, according to 
Hedstrom. 
 
Management Tools:  
The fourth research area involves management tools that integrate descriptive control and 
maintenance with storage technologies. Hedstrom writes of dynamic digital objects as found 
in hypertext systems, which pose special management problems for both current and future 
retrieval and reuse. She brings up as an example how difficult it is to ascertain the boundaries 
of hypertext sources, like those found on the World Wide Web, because no single party or 
institution controls changes in the nodes and links that make hypertext objects live and highly 
responsive information resources. The contents of nodes change, the sites where information 
resources are stored change and the links between nodes change, move, and vanish. 
 
Tools are developed in an effort of trying to manage the dynamic influence such as MOM 
spider9 and Web: Lookouts which are capable of traversing a portion of the Web and noting 
maintenance problems such as broken links, moved documents, modified documents, and 
objects that have exceeded their expiration dates. These tools do not address long-term 
preservation concerns but are useful for current maintenance. Long-term preservation aspects 
demand the potential to serve as filters, identify similar or identical objects, and monitor for 
maintenance problems. 
 
Intelligence built in to automatize the monitoring and maintenance of large digital collections 
with the purpose of long-term digital preservation should be the aim already in the state of 
planning our systems and input of data. Some knowledge from the world of preservation of 
non-digital material can be at use according to Hedstrom. In addition, she believes that if the 
planning becomes an integral part of the design and management of digital libraries and 
archives for long-term preservation of digital information it will not be any more affordable 
than preservation of conventional formats has been.  
 

                                                 
9 Multi- Owner Maintenance Spider 
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2.3 Related International Work 
This rendering is far from any exhaustive list of all previous international work already done. 
It should be read just as a glint of the tremendous interest and understanding that permeate 
our world of to day concerning the need to pass on our age to the ages to come. The 
interested reader has as many hours ahead as possible to get a deeper insight in the issue. 
 
Worldwide there has been a huge effort spent in developing guidelines and models for digital 
preservation generally. A mutual understanding about the complexity of the issue can be seen 
on the highest level of abstraction. When it comes to practical implementations of the 
suggested policy-making it is much more harder to distinguish any platform independent, 
general and automatic solution to the problem; this especially in the sense of preserving 
electronic mails. 
 
We as well as The Swedish Agency for Public Management have come to some summoned 
up conclusions regarding the previous work done internationally. In USA, the development of 
methods, software, and standards is mostly done within consortium or private organizations. 
A comparison against Swedish condition is more suitable from the view of a federal state as 
Minnesota10 or Texas11 then from USA’s federal government. 
 
Canada12 and Australia13 have been pioneers in the area of developing guidelines for digital 
preservation. PADI14 as well as many others has set out guidelines concerning electronic mail 
but no concrete implementation. As we have found, being nearest a fully working functional 
implementation which helps to the solution of preserving e-mail is one of the DAVID15 
projects, which we described more thorough in chapter 2.3.1.  
 
Continuing with Europe, Great Britain16 has reached far in developing guidelines for record 
management and in addition developed procedures for approval of software17 to this purpose. 
This has Germany as well, where the developed guidelines for document management and 
electronic archiving (DOMEA)18, is of interest but unfortunately much of the presented work 
is rendered in German. 
 
Denmark19 allocated resources on developing guidelines; methods and system support for 
XML based structures of information. Within IDA20 (Interchange of Data between 
Administrations), a number of projects with a feature of digital preservation issues are: 
 

• IDA Architecture Guidelines version 6.1  
• Model Requirements for the Management of Electronic Records (MoReq)  
• Managing Information Resources for e-Government (MIReG)  

                                                 
10 http://www.mnhs.org/preserve/records/electronicrecords/erguidelines.html 
11 http://www.tsl.state.tx.us/slrm/recordspubs/#ueta 
12 http://www.cio-dpi.gc.ca/im-gi/index_e.asp 
13  http://www.naa.gov.au/ 
14 The National Library of Australia's Preserving Access to Digital Information (PADI) 
15 Digital Archiving in Flemish Institutions and Administrations (Digitale Archivering in Vlaamse Instellingen 
en Diensten) 
16 http://www.pro.gov.uk/ 
17 http://www.pro.gov.uk/recordsmanagement/erecords/default.htm 
18 http://www.bmi.bund.de/dokumente/Artikel/ix_19219.htm 
19 http://www.oio.dk/ 
20  http://europa.eu.int/ISPO/ida/jsps/index.jsp?fuseAction=home 
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• Promoting an open document exchange format  
 
DLM21 Forum is based on conclusions from a council meeting at the European Union (EU) 
1994, which treated the need to stimulate cooperation on archival issues, and is organized by 
the European commission. This arrangement has been held 2002 in Barcelona, 1996 and 1999 
in Brussels. The meeting 2002 resulted in a decision to reinforce and widen the effort spent on 
a European “DLM-Network of Excellence on Electronic Archives" in addition to the task to 
plan for the next DLM Forum. 
 
The National Archives of Sweden, the main representative, under the lead of the director 
general has resulted in another DLM forum meeting during autumn 2004 held in Italy. 
Furthermore a creation of ”DLM-Network European Economic Interest Group” with The 
Swedish Agency for Public Management as associated member and the organisation of an 
international research program – CUBE22 are visible results. DLM Forum cooperates with 
AIIM23 and IDA with the aim to intensify and stimulate development and research through 
sharing of knowledge and experience. 
 
2.3.1 The DAVID Project 
 
The DAVID project lasted for four years and ended in December 03. This was cooperation 
between Antwerp City Archives and the Interdisciplinary Centre for Law and Informatics of 
the K.U.Leuven with the goal to create a manual on electronic archiving. During these four 
years a series of case studies has been carried through where the first one dealt with the 
electoral register. This subproject provided answers to questions as: 
  

• Is it lawful to produce the electoral register digitally and to archive it? 
• Can the paper electoral register be destroyed and is it enough to archive just the digital 

electoral register? 
• What requirements must the archiving of the digital electoral register meet? 
• In what file format and on what storage medium will it be archived? 

 
The second case study was to trace and list the digital archive documents in the custody of the 
Flemish administrative and records departments. Here a decision model was developed and 
used which rests on a recurring pattern of factors worth examining for every information 
system. The model is based on the four questions: 
 

1. What do we archive? 
2. Who manages the digital archive? 
3. How do we preserve the digital archive? 
4. When does the transfer take place? 

 
Another DAVID case study was about preserving websites. During the development of a 
strategy for this some important questions arose: 
 

• What to archive? 

                                                 
21 Previous Données Lisibles par Machine but after reinterpretation - Document Lifecycle Management 
http://europa.eu.int/historical_archives/dlm_forum/index_en.htm 
22 http://www.cscaustria.at/cube/ 
23The Association for Information and Image Management  http://www.aiim.org/ 
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• How to acquire? 
• At what frequency? 
• How to manage websites? 
• How to make the website archive available? 
 

The last case study was about archiving e-mail and the most relevant study for us to take part 
of. The result of this subproject was advice and guidelines of what preservation strategies 
organizations can choose among and what could be the best suited for archiving e-mails.  A 
plug-in for MS Outlook was developed to structure and extend the metadata necessary from 
an archiving perspective. A folder structure that reflected the present archive and the 
organizational activities was developed.  
 
2.3.2 Electronic Record Keeping 
 
The DAVID project has distinguished three different approaches to archiving e-mail and they 
carry through a discussion of what each approach would imply: 
 

• Archiving centrally via the e-mail server or by the involved administrative assistant 
• Electronic archiving within the e-mail system 
• Electronic archiving outside the e-mail system 

 
1) Archiving centrally via the e-mail server or by the involved administrative assistant: 
 
This approach imply that a copy of each incoming and outgoing e-mail will be copied and 
archived directly on the e-mail server together with possible attachments. Even though this is 
technically possible and in addition will automatize the process some legal and archival issues 
will stand in the way. Even those e-mails without any archival value will be stored, take space 
and cause costly management totally unnecessarily in addition to that received e-mail would 
be without their archival bond. It’s also illegal to intercept e-mail during its transfer; this is 
only permitted if one possesses the explicit authorisation of sender and addressee. 
 
Due to the fact that the sender and the recipient are best acquainted with the content and the 
function of the message, the limitations that the legal and the archival issues puts on this 
approach offers an extra value. A human hand is needed to full fill the archival aspects and 
the e-mail has to reach its recipient before we can intercept the transfer. 
 
Our comments to this approach: 
 
When it comes to unstructured e-mails transferred to and from a personal address this 
approach has its limitations. No technical implementation can decide which e-mail is worth 
archiving and which is not. Our solution to this is to structure the input of data so that we 
already know that the only e-mails we will receive have archival value and therefore is an 
issue of archiving - no thinning is necessary.  
 
In our prototype the e-mail is not communicated between two private addresses, it is 
communicated from a private person in the first place and the recipient is the authority. The 
authority is the owner of the e-mail server so we can decide that when the e-mail reaches the 
cur folder in the Maildir folder structure on the e-mail server located in the authority network, 
the e-mail also has reached its recipient.  A definition of the Maildir folder structure is given 
in chapter 3.4. 
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2) Electronic archiving within the e-mail system: 
 
This approach is depending on to what extent the e-mail client can meet the quality 
requirement. To maintain proper electronic record keeping e-mail needs to be archived in the 
context in which they were sent, received or used, else they are not accessible or interpretable.  
 
The DAVID project suggests two ways to fulfil the demands; storing the e-mails within a 
logical folder structure and/or adding a case number or classification code to each e-mail 
where the first is the most common method to group related electronic records and to add 
context to the e-mails. Most current e-mail clients allow e-mails to be stored in on-line and 
off-line folders.  Both sent and received e-mails are normally stored in a personal mailbox on 
the e-mail server, placed in a secured folder connected to a user account and a password.  
From this personal mailbox the e-mail can be relocated to both on-line folders located on the 
e-mail server, accessible for everyone with access rights (a public folder), and to off-line 
folder preferable located on a hard disk outside the e-mail server, another server disk or a 
local hard disk.  
 
This offline folders are for example MS Outlook: *.pst files; Lotus Notes: *.nsf files and they 
are composed as a big computer file with the disadvantage that they can’t easily be shared. 
Both types of folders contain the message and their attachments, which imply that the size of 
the folder grows extremely quickly, and usually a size limit exist for each user/folder. 
 
These folders can receive a structure within like a hard disk, a hierarchical structure of 
folders, which can be arranged from general to specific where the general functions of the 
creator make up the main section and for each task or activity a subfolder is created within 
those main sections. The lowest level holds a folder containing the e-mails for each dossier, 
file or subject reflecting the logical structure of the archive and the context of the archived 
components. Such a structure allows an arrangement based on functions or activities. In 
addition to a folder structure the DAVID project developed rules to consider avoiding 
confusion, unclearness and multiple folders for one message: 
 

• The folder names: folder names must be unique, clear and semantic (self-descriptive). 
• Abbreviations need to be clear to every person within the organisation. 
• The creation of new folders: the main structure should be fixed and can only be 

adapted by the system manager in agreement with the records manager or archivist. 
      Administrative assistants can only add folders on file or subject level. 
• The tuning of the folder structure on the shared served disk to the e-mail system and 

possibly the paper classification: using an identical folder structure will allow 
integration of all related paper and electronic records. 

• The use of a classification code, which can be used for references. Classification codes 
      avoid the problem of alphabetical sorting of folders on their names, reflect the culture     

            and can be used to establish the archival bond. 
 
Advantages with folder structure according to the DAVID project:  
 

• Records belonging together are grouped in one logical entity 
• Allows the management of records at file level.  

o Management decisions regarding to appraisal, disposition, preservation and 
access will be made at folder level. Saves time in comparison with managing the 
records one by one 
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• A well-structured folder structure gives the user access to the records it contains. By 
browsing the structure, it must be possible to find the records one need 

• The structure provides information about the context.  
• The folder structure will often also reflect the structure of the paper archive, which is 

important for the integration of paper and electronic records 
 
As another possibility to link e-mails to their context The DAVID project mentions adding a 
case number or classification code to the e-mail which stores the archival bond with the 
context. Standard e-mail clients like MS Outlook and Lotus Notes contains the functionality 
to enable extra headers to the e-mail in addition to the default headers.  
 
Adapting templates for incoming and outgoing e-mails seems to be the most appropriate 
option for this and those templates should be incorporated in the standard or in the library of 
the e-mail server available to every person in the organisation. These extra fields to fill in can 
in addition be made automatic through some scripting language and user-friendlier then to fill 
in manually. Extra fields are added to the templates that allow the sender and/or addressee to 
add a reference or link to the context. The same solution can be applied to establish an explicit 
link between e-mail and attachments.  
 
The DAVID project calls this an application of the encapsulation principle and which links 
the metadata that indicates the archival bond to the e-mail message in an inseparable unit – e-
mails can be retrieved later based on this information (for example a case number). The 
templates for incoming and outgoing e-mails will be modified. 
 
 Disadvantages with permanent storages within the e-mail server according to the DAVID 
project: 
 

• E-mail systems are primarily information systems and not document management or 
record keeping systems. They do not possess the essential functionality for document 
management or record keeping (among others: description of context and work 
processes, disposition, etc.). Furthermore they are unrelated to the systems that do 
fulfil these functions.   

• E-mails need to be stored within the record keeping system just as other records (for 
example letters or internal reports). 

• E-mail systems have not been designed to group all related documents. Only the 
messages and their attachments related to the file or subject can be grouped within the 
email system. Other documents that have not been composed or received via the e-
mail system will not be incorporated to the folder within the e-mail system. 

• E-mails are not stored in an accessible way in the archival sense. User names, 
passwords and access rights protect access to mailboxes and public folders. E-mails 
stored in folders with limited access or on local hard disks are of little use to the 
organisation or to researchers at a later stage. The archived e-mails will be spread over 
different folders and computer files. 

• The e-mail systems are not capable of storing and centralising large amounts of e-
mail.  

• Long-term storage of e-mails within the e-mail system will cause storage problems 
and threatens the performance of the e-mail servers.  

• The e-mails and folders will be stored in a software dependent format. The e-mails can 
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only be viewed with a matching computer application. Each replacing or version 
update of the e-mail system may cause the need to convert or migrate all archived e-
mails. 

 
Yet using the e-mail server in the record keeping process can be done by adjusting templates 
for incoming and outgoing e-mails to help structuring the e-mails and then transport the e-
mails from a short-term storage within the e-mail system to a long-term preservation outside 
the e-mail system. 
 
Our comments to this approach: 
 
We agree that archiving within e-mail systems does not meet some important quality 
demands. A temporarily storage within the e-mail system can be of archival value but the 
common e-mail systems of today are not suited as final storage environment for e-mails with 
record status and the same goes for back-ups of mailboxes on the e-mail server. A goal should 
be to make the preservation as platform independent as possible and to delimitate all 
dependences as far as possible.  
 
All impact the human hand will have in adding context and metadata to the e-mail is a 
dangerous approach where it is preferable if this could be done by default and automatic. The 
limitation here is that we don’t have any known technology that can distinguish what is an 
issue for archiving and what is not if we won’t structure our e-mails so much that we already 
know what will be written in them. The human is superior any technology when it comes to 
interpret an unstructured mass of text but at the same time the human is unpredictable in many 
ways and no policy or guideline will ever guarantee that we will do as we are told. 
 
Already today many organizations feels that they are archiving their e-mails by having 
employee saving their local e-mail folders on a compact disc or a hard drive. In a way this is 
archiving but from a long-term perspective it’s impossible to easily search or present those e-
mails due to the lack of metadata, context and how easy would it be to go through several 
thousand of discs where we won’t know what is actually stored on these without opening each 
and every file in a suitable application?  
 
In our solution we use the server hard drive to copy, convert and store the e-mails for short-
term preservation. This in-between storage could be located wherever and don’t have to be on 
the same drive as the server. Our lack of resources implied that we had to choose a second 
hand solution to make our prototype functional and able to test.  We agree that it’s preferable 
to maintain a short-term storage physically apart from the e-mail system as said by the 
DAVID project.  
 
3) Electronic archiving outside the e-mail system: 
 
As seen in approach number two the e-mails need to be exported outside the e-mail system 
and a solution has to be found for grouping related records, for corporate access, for retrieval, 
for large amount of preservation material and for software independences. If we ever want to 
be able to read out archived material we have to migrate to a suitable file format.  
 
To place e-mails outside the e-mail system MS Outlook possess a functionality called 
“archiving” and Lotus Notes “exporting”, which exports single e-mails or whole folders. To 
export a whole folder creates a single computer file containing all e-mails in sequential order. 
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Preferable is to export the e-mails one by one. The choice of format to store the e-mails in 
usually given a choice among five formats: the e-mail clients’ own format, Excel, Access, 
Lotus 1-2-3 or Unicode where the first four formats are not suitable due to the constant need 
of migration. Unicode offers more guarantees in the field of long-term legibility according to 
the DAVID project. But their choice fell on another option - XML (eXtensible Mark -up 
Language), which in addition to store in Unicode also provide a structured way of marking up 
the data. 
 
The Persistent Object Preservation method is the object oriented archive strategy that the 
American San Diego Supercomputer Centre is currently developing together with NARA24 
for a complete electronic archive and based on that the DAVID project agrees that XML best 
approaches the ideal of a Persistent Object Preservation.  
 
To make possible for anyone to take part of the archived material in 500 years the stored 
material has to be legible even then. All of today’s storage methods are insufficient or 
inefficient in the long run - storage of original hardware and software, migration, emulation. 
The archived files has to comply with the following demands to suit a long-term preservation 
strategy: 
 

• Storage in a technology neutral file format 
• Accessible from future heterogeneous platforms without conversion or migration: this 

will reduce possible threats of authenticity and reliability violations to a minimum 
• Be extensible and adaptable to future needs 
• Be self-descriptive 

 
There are different formats to store the digital files in, some more suitable then others and the 
DAVID project discusses advantages and disadvantages with some of these as follows:  
 
XML (eXtensible Mark -up Language): 
XML is platform independent, (semi-) self-descriptive, extensible, legible (after a minimal 
interference of software and hardware) and standardised. The structure of the records can be 
preserved via DTDs or XML Schemes, which formally define the selected elements and their 
relation. By parsing the XML files the validity of the XML file structure is checked against 
the formal structure in the DTD or XML Scheme.  
 
E-mails suit perfectly to store in XML format. E-mails can easily be retrieved or sorted if the 
header data of e-mail are stored as separate elements in the XML files. The header data can 
also be used as descriptive metadata, which allows for an automatic description of e-mails. 
The retrieval of the e-mail can be of many possibilities - structured queries on the content of 
the e-mail headers, full-text queries on the content of the messages or a combination of both, 
etc.  If the appearance of e-mail has to be stored, HTML or style sheet layout of an e-mail etc, 
a style sheet can be added to the XML file. The e-mail system needs to be adapted to export e-
mails as XML files; this is not supported in most of today’s e-mail clients. E-mails stored as 
XML-files can easily be transformed into PDF or HTML.  
 
Adobe’s PDF (Portable Document Format): 
Instead of a print on paper the e-mail message is copied onto a PDF file outside the e-mail 
system.  The migration takes place in a fast and simple way. The software Acrobat Distiller or 

                                                 
24 http://www.archives.gov/electronic_records_archives/index.html 
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Acrobat Writer places the e-mails as separate files outside the e-mail system and in addition 
the PDF version (1.4) allows a structured data storage. The main drawback is that this is a 
vendor specific solution which not bases the storage on Unicode and who can guarantee 
access to suitable software in 500 years? PDF files only allow full text search.  
 
HTML (HyperText Mark-up Language): 
Archiving of pure text documents in HTML is not very common but HTML does have the 
status of an official standard. HTML storage is a standard feature in most e-mail system but 
HTML files only allow full text search.  
 
The DAVID project makes the conclusion that storage in XML, PDF and HTML are better 
options that storing e-mails in the system’s proper file format. A verification process has to 
take place after exporting the converted e-mails outside the e-mail system, nothing can be 
altered during the migration and no information should be lost. Unique file names are 
important to have the attachment link to the matching e-mail.   
 
As for attachments the most suitable archiving strategy should be applied, based on the type 
of document according to the DAVID project. Attachments usually take up most storage 
space on the e-mail server, so it can be appropriate to also export them outside the e-mail 
system immediately after reception. The attachments one dispatches oneself are usually 
already part of the shared storage space and are normally already placed in the corresponding 
folder.  
 
Our comments to this approach:  
 
There are few database management systems (DBMS), which today actually stores in XML 
format. The most common DBMS have support for XML but they convert to their own format 
in the moment of storage. Future DBMS are said to be able to store in a standardized XML 
format but time will tell. Example of commercial system of today which actually stores in 
XML are according to Shinkle, T. Marciano, R. (2001)  – Excelon, Tamino and Oracle8I, but 
there was no possibility what so ever to verify this during the time our subproject lasted. A 
general storage format which can be used in any DBMS also imply that no one will be tied to 
a vendor specific solution but is free to chose and change software at any time which is 
talking against an effort made by all vendors to develop this kind of solution. 
 
The e-mail created through input from the web form presented in chapter 5 is converted to 
XML using a DTD (Chap. 3.3.3) which is based on the DTD used by the DAVID project with 
some modifications to suite our prototype. We used the Maildir file structure (Chap. 3.4) due 
to Maildirs advantages where one is that Maildir uses different folders and store each e-mail 
as a separate file. A copy of an e-mail converted to the XML format is illustrated in chapter 
3.3.4.  
Other similar projects all around the world concerning digital archiving have used XML and 
domestic authorities such as The National Archives, The Swedish Agency for Public 
Management and international organisations such as W3C also recommends XML. 
 
We have found that the best method for archiving e-mail is to archive outside the e-mail 
system, which is also the conclusion drawn by the DAVID project (Chap. 2.3.2). In this way 
we are in control of the storage format, rather than being forced to use a proprietary format 
used by the e-mail system, which is only fully known by the manufacturer of the specific e-
mail system. In an archive perspective it is also best to store the e-mails as separate entities. 
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3 Preservation of E-mail 
The legal framework to consider will be given in this chapter, a description of what e-mail is, 
physical and logical, how it is communicated and how e-mail and XML coordinates.   
 

3.1 Swedish Laws and Regulations 
The translations of legal terms and other legal terminology should be seen from an amateur’s 
point of view. In chapter, nine the Swedish equivalents to laws and regulations translated into 
English in this chapter can be found. This chapter is not meant to be any full legal rendering, 
only give a brief glint of the influence the legal framework puts on this issue. 
 
As mentioned in the introduction of this report a change in The Act of Administration was one 
of the primary causes that accelerated the need to solve the specific problem which 
preservation of electronic mails. Digital considerations is a relatively new legal aspect, which 
imply the all the elder rules and regulations now are going through a revision to better fit the 
situation of today and this complicates things, as we are not exactly sure where we will end up 
at the moment. This especially is the fact the closer we come toward business specific rules. 
 
This up-to–date considerations can be seen in the change of The Act of Administration where 
electronic mail now is considered having the status as an ordinary letter written on paper 
communicated between governments and the public has had since before – an official record.  
Another sign of this can be seen in the public investigations by the state25 (SOU 2002:109), 
where it is suggested that The Board of Post and Telecommunication should change its name 
to the department for electronic communication and post26 when other changes in law took 
place 25 July 2003. This change of name never took place.  
 
The National Archives’ general regulations and advice (RA-FS 2004:X) is now going through 
a revision27 under a time schedule depending on when the new Act of Management of Public 
Records will take effect. So far the revision has included an inspection of the Technical 
Preservation Regulations resulting in a draft of rules for paper records, microfilm, drawing 
film, and certification, supplier assurance and technical demands. The proposals will be 
referred autumn 2004.  
 
This work is now proceeding with some general parts of the regulations, particularly those 
parts that concern a good structure of publicity, registration of records and types of records. 
The biggest change is done in the regulations of accounting of archive. Parallel work is done 
with the regulations of automatized management; new rules include management of electronic 
signatures. This work is involving The Swedish Agency for Public Management and The New 
Board of Electronic Administration.  
 

In Sweden as for other countries, there is not one single law alone to consider but many laws 
and regulations in different areas, which has an impact on the issue. The public has its rights 
according to the constitutions, which means that no one should be treated differently, one 
woman/man has one voice and the right to take part in our countries public business and 

                                                 
25 SOU 2002:109 Författningsförslag - Förslag till förordning om ändring i förordningen (1997:401) med  
instruktion för Post- och telestyrelsen 
26 Verket för elektronisk kommunikation och post 
27 http://www.ra.se/ra/pdf/RA-FS-struktur.pdf -The structure of the coming changes, unfortunately given only in 
Swedish 
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transactions without having to suffer to claim ones rights etc. To complement our constitution 
a more specialized and specific flora of laws, rules, and regulations exists and in addition, 
there is practice and conventions to consider as is in other countries. 
 
As an effort to map present situation of current laws of register rules versus the laws of 
archiving, i.e. preservation, thinning, deliveries etc. The National Archives of Sweden chose a 
team to investigate the issue. With the aim to make an inventory and group, all kinds of 
register regulations the Lützen team came up with its result28 in January 2003.  
 
The Swedish Agency for Public Management published a guide29 in 2003 in an effort to help 
the authorities manage registers on the Internet. Registers in general and Internet specific is 
hedged about several laws where some is of special concern: 
 

• The Act of Secrecy 
• The Act of Archive 
• The Act of Personal Integrity  
• The Statute of Personal Integrity  
• The Statute of Register (regulates management of personal information in different 

areas) 
 
The Act of Secrecy 15 chap. SekrL states the publics right to get access to public records. In 
the preparatory work,30 it is pointed out that the authority has to balance the level of details 
for the register to serve its administrative purpose and the need to keep the access to the 
register public.  
  
The fundamental rule of register holding, 15 chap. 1 § SekrL: 
 

When a public document has arrived or is established within the authority the 
document shall be registered immediately, if it is not obvious that the document 
has insignificant meaning to the activity of the authority. When it comes to 
public documents, to witch there is no secrecy involved, the registration may fail 
to be done if the documents are kept in that order that it is possible without any 
problem to determinate when to document has arrived or is established.  

 
The contents in the register, more specific given in 15 chap. 2 § SekrL: 
 

Concerning document, which has been registered according to 1 §, shall from 
the register be evident: 

1. Date, when the document arrived or was established 
2. Registration number or other denotation, which has been put on the 

document 
3. In occurring case, from whom the document was sent or to whom it has 

been served 
4. In short what the document is all about 

 

                                                 
28 http://www.ra.se/ra/pdf/Registerlagar.pdf 
29 Diarier på Internet- Vägledning för myndigheter 
30 Prop. 1979/80:2 Part A 
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At registration shall however information according to part 3 or 4 be left 
outside or separated if there is a need of this to be able to make the rest of the 
register public. 

 
The judgment of secrecy of information in a register should be done in the same way it is 
done with other kinds of documents. This means that it is not the document but the single 
details that is comprised by the secrecy. 
 
According to The Act of archive 5 § 1p. the authorities shall at the registration of public 
records take appropriate considerations to the meaning of the registration to make possible a 
suitable maintenance of the archive. When the register is public, there are other regulations in 
The Act of Archive, as request, organization, preservation, thinning etc to consider. 
 
The Act of Personal Integrity  (PUL) took effect 24/10-98 and after a while, it fully replaced 
The Act of Data Integrity. PUL can be seen as an adjustment to a directive from EU with the 
main purpose to simplify the management and exchange of personal information within EU 
and thereby across borderlines and to protect the personal integrity.  
 
A cornerstone among others in PUL is that the individual has the right of disposition of the 
information about herself and the government’s need is hardly considered. From 2007 PUL 
fully regulate personal information in both automatic and manual form, the latter if some hard 
to parse conditions are fulfilled. What PUL does not cover is thinning among other things.  
 
Governments has to obey the principle of public access to official records, 8 § PUL clarifies 
this by saying that regulations in the law are not to be applied to the extension that it would 
reduce the authorities obligation disclosing personal information according to The Freedom of 
The Press Act (TF), 2 chap.  
 
This exception does not include records in digital form, neither if these records are made 
public through Internet, nor if single documents are sent by electronic mail. The reason to this 
is that authorities when disclosing electronically is beyond its responsibilities according to 
chapter 2 Freedom of the Press Act (TF). 
 
The main rule is that personal information can be preserved as long as its purpose with the 
preservation is valid. The Principle of Finality, 9 § PUL means that personal information 
cannot be used for other reason then the reason, which in the first place caused the gathering 
of the information. To publish information on the Internet means transferring the information 
to a third country which is forbidden according to 33 § PUL if that country doesn’t have 
adequate level on protection for the personal information, but harmless information can be 
published on the Internet which is a result of a subjective estimation31.  
 
This regulation would normally forbid authorities to publish their registers on the Internet but 
a regulation 12 § PUF clarifies that local governments and county councils can do this by 
stating what can be published and what cannot and in which way this can be done. The 
Swedish Agency for Public Management has suggested a similar clarification suitable for 
national governments. Different statutes of register can be valid instead of or as a complement 
to the general regulation in PUL. These statutes of register are normally not able to stop any 
publishing through Internet but they should be taken in consideration. 

                                                 
31Datainspektionen – Personuppgifter och Internet  
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3.2 Digital Signatures 
 
Legally digital communication puts several issues in focus as how do we replace the legacy of 
a handwritten signature? How do we know that the replacement actually is valid? The world 
of digital communication tries to solve those considerations with the use of digital signatures, 
which is used to authenticate a specific document or transactions, and the person, company or 
system that created the transaction. 
 
Towards an era with less paper-based communication, this is a very important aspect, which 
also was one of the main considerations as our empirical investigation (Chap. 4.2.2), also 
showed. Even if our subproject will not implement this technique, it is counted as so 
important that a short discussion of the technique and its limitation has to be made. It is in its 
place to also notice that this is a technique32 on the market already at use. Banks and income-
tax return is only a few example of services already using this technique. We will not 
implement digital signatures in our prototype due to our limitations but this technique can be 
used to fulfill legal demands as verifying that the sender actually is the one he claims to be. 
  
A digital signature has three purposes; identification of the sender; verification whether the 
content of both the sent and the received message is the same; preventing the sender from 
denying that he or she has sent the message (non-repudiation). Thus, the legal status of 
electronic documents and signatures is resolved by addressing the issues of legitimacy, 
security, and integrity according to the DAVID project.  Digital signatures are created and 
verified by the use of two different keys, one private, and one public. 
 
So far the problem seems to be solved but the DAVID project raises some aspects worth 
considering which implies that digital signatures are not developed with the purpose of 
archiving. To be useful in an archiving perspective the verification has to be able to be 
repeated at any given time after the archiving, which is not the case with digital signatures - 
they can only be verified at the moment of reception by the addressee.  
 
The DAVID project states that it is unclear how authenticity and integrity can be guaranteed 
since the e-mail has been migrated to another file format, the addressee will have added some 
registration data, the bit streams – based on which the digital signature of the sender has been 
calculated – will be changed to such an extent that the sender’s digital signature will no longer 
validate the archived e-mail.  Appendix E gives a visible insight of how digital signatures 
practically works. 

3.3 What is Electronic Mail and How Is It Communicated? 
 
In The Act of Marketing 3 § we find a definition of what is meant by the term electronic mail 
in the sense of this law:  
 

An addressed or in other ways individualized electronic message in the form of 
text, voice, sound or picture transmitted via a public net of communication and 
can be stored in the net or in the receivers terminal equipment until the receiver 
picks it up.  

 
According to The Electronic Communications Act   an electronic messages is defined as: 

                                                 
32 http://www.idg.se/ArticlePages/200404/06/20040406150132_CS/20040406150132_CS.dbp.asp 
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All information which is exchanged or transmitted between a limited number of 
parts through a public accessible electronic communication service (ATEK33 
service), except information which is transmitted as a part of sound radio and 
TV-programs which is aimed to the public through an electronic net of 
communication and the information can’t be related to the single subscriber or 
user of the information.  
 

The Board of Post and Telecommunication defines public net of communication as34: 
 

An electronic net of communication that is fully or principally used to provide 
public accessible electronic services. 

 
The above given definitions is the legal definition of e-mail. A physical description is as 
follows: 
 
 No matter what e-mail client is used dispatching e-mail, Outlook express, Lotus Notes, Pine 
or alike, all e-mails share the same basic structure: 
 

From: The senders e-mail address; from_me@from.com - compulsory 
To: The recipient e-mail address; receiver@to.com - compulsory 
Subject: The subject of the e-mail - can be empty. 
Cc: “Carbon Copy”. If a copy is to be dispatched to other recipients the e-mail 

addresses to those is written here, visible to everyone who receives this e-
mail - can be empty. 

Bcc: “Blind Carbon Copy”. Same as Cc, with the difference that the recipients 
cannot see each other’s e-mail address; they do not know who else 
received the same e-mail. 

Attached: What ever file to dispatch along with the e-mail will be connected to the e-
mail as an “attachment”, text document, sound or image files etc. 
Depending on in which format this attachment is created compliant 
software has to be used to view the attached file. The MHS is only used 
for transferring, nothing else (Fig. 4).  

 
All the above fields are contained in the headers of the e-mail, which can be extended with 
even more headers. We take use of this in our prototype where we collect and transfer our 
data in own defined additional headers out of sight for the user. Most of the e-mail clients of 
today supports issues as encryption and priority, which is indicated in additional headers.  
 
The actual content of the message is what can be found in the body which are what people in 
generally mean when they talk about e-mail. This is the unstructured mass of text, which you 
see when you receive, open, and read e-mail in your e-mail client. To control or interpret what 
actually is written in the body is a complex issue where we have found the human brain to 
exceed all technical implementations so far. 
 

                                                 
33 Provision of public accessible communication services without any technical aspects. 
34 Internet och lagen om elektronisk kommunikation 
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3.3.1 An Example of an E-mail's Way towards the XML Format 
 
E-mail can be seen as a tree of information, which makes e-mail extremely suitable to storage 
in XML format. Figure 7 illustrates general branches and the structure of e-mail. An example 
is illustrates below where the data from the web form presented in chapter 5 goes through all 
steps from being data typed into the fields of the web form, sent as e-mail (Chap. 3.3.2) 
converted to a XML file (Chap. 3.3.5) for archiving purpose and validated against a DTD 
(Chap. 3.3.4). 
 

 
 
 
 
 
 
 

 
 
 
 
 

Figure 7 "Tree" structure of e-mail, a datatype 

 
3.3.2 The E-mail Format 
 
A dispatched e-mail will have the raw format as illustrated below where the headers are 
located on top. All headers marked X- followed by a specific name (and values in some cases) 
are the headers specially developed and added by us to make a conversion to XML possible 
for preservation purpose. Below all the headers follows what is the body of the e-mail, here 
marked bold. This information visible in the body is there only for the sake of the recipient, 
not for any preservation purpose. Even if this information in the body will be removed all data 
is passed on as headers so no information will be lost.  
 
Besides that receiving an empty e-mail would be confusing for the registrar she has to be able 
to easily reply if necessary and therefore has to see the information. An option could be to 
only show the case number in the subject field but then the registrar has to actively search in 
the archive where the e-mail already is preserved in an XML format for her to manage her 
work, this would imply an unnecessarily troublesome way to go. A user-friendly solution is 
that e-mail shall have text in the body, else the mail would be considered empty by the user. 
 
From emma@isp.se Wed May 26 19:56:53 2004 
Return-Path: < webform@myndighet.se > 
Delivered-To: registrator@authority.se 
Received: (qmail 23110 invoked by uid 99); 26 May 2004 17:56:53 -
0000 

Main E-mail

Body 
Header

To From Date Subject … 

Name E-mail 

Paragraph Paragraph… 

Day_of_Month Month

Day_of_Week 

Year 
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Date: 26 May 2004 17:56:53 -0000 
Message-ID: <20040526175653.23109.qmail@authority.se> 
To: myndighet@authority.se, registrator@authority.se  
Subject: - =?UTF-8?B?VGF4aWbDtnJhcmxlZ2l0aW1hdGlvbiBbMjM3M10gLQ==?=  
From: Emma Andersson <emma@isp.se> 
MIME-Version: 1.0 
Content-type: multipart/mixed; boundary="----=_MIME_BOUNDARY_000" 
X-Mailer: QUiCKH4CK.v.0.07 
X-first_name: Emma 
X-last_name: Andersson 
X-personal_id: 7504192362 
X-postal_address: 
X-postal_number: 12345 
X-city: Storstaden 
X-phone: 072112345 
X-mobile_phone: 
X-email_address: emma@isp.se 
X-authority: Myndighet i Norrbotten 
X-case_sent: 2004-05-26 
X-case_name: =?UTF-8?B?VGF4aWbDtnJhcmxlZ2l0aW1hdGlvbg==?= 
X-case_number: 2373 
X-case_info: =?UTF-
8?B?Qi1rw7Zya29ydDpKYSBELWvDtnJrb3J0OkphIEFubmF0IGs=?= 
 =?UTF-
8?B?w7Zya29ydDpOZWogUHJvdjpKYSBNZWRpY2luc2tha3JhdjpKYSBGcml0ZXh0?= 
 =?UTF-8?B?IMO2dnJpZ3Q6IEJpbGFnYTpMw6RrYXJpbnR5Zy5wZGY=?= 
X-attachment: =?UTF-8?B?TMOka2FyaW50eWcucGRm?= 
X-UID: 603  
------=_MIME_BOUNDARY_000 
Content-Type: text/plain charset=UTF-8 
Content-Transfer-Encoding: 8bit 
 
Skickat från webbformulär: 
-------------------------------- 
 
------ Ärendeinformation ------ 
Ärende: Taxiförarlegitimation 
Ärendenummer: 2373 
Körkortstyp B: Ja D: Ja Annat: Nej 
Prov avlagt hos Vägverket: Ja 
Medicinska krav: Ja 
Bilaga: Läkarintyg.pdf 
Övrigt:  
 
------ Personuppgifter ------ 
Namn: Emma Andersson 
Personnummer: 7504192362 
Gatuadress: Storgatan 4 
Postnummer: 12345 
Postort: Storstaden 
Telefon: 072112345 
Mobiltelefon:  
E-postadress: emma@isp.se 
-------------------------------- 
------=_MIME_BOUNDARY_000 
Content-Type: application/octetstream; 
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 name="Läkarintyg.pdf" 
Content-Transfer-Encoding: BASE64 
Content-Disposition: attachment; filename="Läkarintyg.pdf" 
 
In the end of the raw e-mail is information of attached files, in this case a PDF file called 
“Läkarintyg”. The entire attached file is embedded and follows this but a file created by an 
application also has to be opened and read by a compliant application to make sense (a PDF 
file needs Acrobat Reader or similar to be read). We have cut the raw e-mail before the 
attachment start. 
 
3.3.3 The DTD  
 
The structure of the archived e-mail is preserved using a DTD (Document Type Definition) 
that defines the elements and their relationship. When parsing the XML file the validity of the 
structure is checked against the DTD. 
 
<!ELEMENT e-mail (sender, authority, case_sent, received, case, 
subject, message, attachment)> 

<!ELEMENT sender (mailer, first_name, last_name, 
personal_id, postal_address, postal_number, city, phone, 
mobile_phone, email_address)> 

                <!ELEMENT mailer (#PCDATA)> 
                <!ELEMENT first_name (#PCDATA)> 
                <!ELEMENT last_name (#PCDATA)> 
                <!ELEMENT personal_id (#PCDATA)> 
                <!ELEMENT postal_address (#PCDATA)> 
                <!ELEMENT postal_number (#PCDATA)> 
                <!ELEMENT city (#PCDATA)> 
                <!ELEMENT phone (#PCDATA)> 
                <!ELEMENT mobile_phone (#PCDATA)> 
                <!ELEMENT email_address (#PCDATA)> 
        <!ELEMENT authority (#PCDATA)> 
        <!ELEMENT case_sent (#PCDATA)> 
        <!ELEMENT received (#PCDATA)> 
        <!ELEMENT case (case_name, case_number, case_info)> 
                <!ELEMENT case_name (#PCDATA)> 
                <!ELEMENT case_number (#PCDATA)> 
                <!ELEMENT case_info (#PCDATA)> 
        <!ELEMENT subject (#PCDATA)> 
        <!ELEMENT message (#PCDATA)> 
        <!ELEMENT attachment (#PCDATA)> 
 
3.3.4 The XML File 
 
After the conversion from e-mail format to XML format, as follows the XML file will be 
stored in the folder structure (Chap. 3.4) according to the given case number for short-term 
preservation purpose. 
 
<?xml version="1.0" encoding="UTF8" standalone="no"?> 
<!DOCTYPE e-mail PUBLIC "-//W3C//DTD Specification Version 2.1//EN" 
SYSTEM "/home/registrator/perl/email.dtd"> 
<e-mail> 
          <sender> 
                <mailer>QUiCKH4CK.v.0.07</mailer> 
                <first_name>Emma</first_name> 
                <last_name>Andersson</last_name> 
                <personal_id>7504192362</personal_id> 
                <postal_address>Storgatan 4</postal_address> 
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                <postal_number>12345</postal_number> 
                <city>Storstaden</city> 
                <phone>072112345</phone> 
                <mobile_phone></mobile_phone> 
                <email_address>emma@isp.se</email_address> 
          </sender> 
<authority>Myndighet i Norrbotten</authority> 
<case_sent>2004-05-26</case_sent> 
<received>(qmail 23110 invoked by uid 99); 26 May 2004 17:56:53 -
0000</received> 
<case> 
          <case_name>Taxiförarlegitimation</case_name> 
          <case_number>2373</case_number> 

<case_info>B-körkort:Ja D-körkort:Ja Annat körkort:Nej           
Prov:Ja Medicinskakrav:Ja Fritext Övrigt: 
Bilaga:Läkarintyg.pdf</case_info> 

</case> 
<subject>- Taxiförarlegitimation [2373] -</subject> 
<attachment>Läkarintyg.pdf</attachment></e-mail> 
 
 
3.3.5 Electronic Messaging System 
 
There is a giant flora of e-mail clients to use where the operating system and the platform in 
use delimitates the choice to make. This doesn’t have any impact on the e-mail in generally or 
the transmission of the same but any preservation solution developed to fit a single e-mail 
client from a special vendor would not be possible to implement on any other e-mail client or 
system - a plug-in developed to fit Outlook Express will not work on Lotus Notes and vice 
versa.   
 
Most e-mail systems include a rudimentary text editor for composing messages, but many 
allow you to edit your messages using any editor you want. By specifying the recipient's 
address the message will be sent to the recipient. If the same message is to be sent to a whole 
group its called broadcasting35.   
 
The e-mail address36 is consisting of two parts, split by the symbol “@”: 
 

• A local address 
• A domain address 
 

 The address emma.anderson@isp.se implies that the e-mail has to be sent to the domain “isp” 
under the top domain “se” and in that domain there is a user account/ a mailbox 
“emma.andersson”.  Received messages are stored in electronic mailboxes located on the e-
mail server until the recipient fetches them.  
 
DNS (Domain Name Server/System/Service), an Internet service that translates domain 
names into IP addresses. Because domain names are alphabetic, they're easier to remember. 
The Internet however, is really based on IP addresses. Every time you use a domain name, 
therefore, a DNS service must translate the name into the corresponding IP address. For 
example, the domain name www.example.se might translate to 224.105.232.4. The DNS 
system is its own network. If one DNS server doesn't know how to translate a particular 
domain name, it asks another one, and so on, until the correct IP address is returned.  
                                                 
35 To simultaneously send the same message to multiple recipients.  
36 Internet Domain Name Addresses 
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Different e-mail systems use different formats but to make it possible for users on different 
systems to exchange messages there is standards, which makes this possible. The de facto 
standard of today is the same as used by the Internet system (SMTP37). If e-mail has to be 
exchanged between two different e-mail systems (MHS) it is no problem if compatible MTAs 
are used. If two MHS don’t use the same underlying message transfer protocol they can’t 
cooperate – they don’t know how to contact each other and no e-mail can be transferred. 
 

 
Figure 8 Electronic messaging systems 

 
UA/MUA: 
User agent or mail user agent, the software that allows a user to access and manage e-mail, 
including reading, composing, disposing, searching for files to attach, printing and displaying 
e-mail messages, has nothing to do with the communication but responsible of creating the 
headers. The MUA provides the interface between the users and the MTS. A part of the MHS 
where the user is a person or an application which interact with the MHA.  Outgoing e-mail is 
eventually handed over to an MTA for delivery while the incoming messages are picked up 
from where the MTA left it (MUA: s running on single-user machines may pick up e-mail 
using POP338 or IMAP). Examples of MUAs are Eudora, Netscape Mail, Microsoft Outlook, 
Lotus, elm, mush, pine and RMAIL.  
 
AU: 

                                                 
37 Simple Mail Transfer Protocol – Standard messaging protocol.  A TCP/IP protocol that defines the message 
format and the MTA, which stores and forwards the mail. SMTP servers route SMTP messages throughout the 
Internet to a mail server, such as POP3 or IMAP4, which provides a message store for incoming mail 
38 Post Office Protocol 3- Provides a message store that holds incoming e-mail until users log on and download 
it. All pending messages and attachments are downloaded at the same time.  
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Access Unit, provides access to the e-mail system for other services as telex and teletex. One 
class of this is a PDAU.  
 
MHS: 
Message Handling System or messaging system. Software that provides an electronic mail 
delivery system. Comprised of functional components (packaged together or independently), 
as MUA/UA, MTA and MS.  
 
MS: 
Message Store, holds the e-mail until it is selectively retrieved and deleted by an access 
server. In the Internet world, a delivery agent writes the messages from the MTA to the 
message store, and typical access servers are either POP or IMAP39 servers.  
 
MTA: 
Message Transfer Agent, the program responsible for receiving incoming e-mails and 
delivering the messages to individual users, controlled by its protocols. The MTA transfers 
messages between computers. Hidden from the average user, it is responsible for routing 
messages to their proper destinations. MTAs receive messages from both MUAs and other 
MTAs, although single-user machines more often retrieve e-mail messages using POP.  
 
Upon receiving a message from a MUA or another MTA it stores it temporarily locally and 
analyses the recipients and either delivers it (local addressee) or forwards it to another MTA 
(routing). In either case it may edit and/or add to the message headers. The MTA is 
commonly referred to as the e-mail server program. Sendmail or Qmail for UNIX and 
Microsoft Exchange Sever for Microsoft Windows are examples of MTAs.  

 
MTS: 
Message Transfer System, Consists of MTA: s moves messages from the creator to the 
receiver. 
 
PDAU: 
Physical Delivery Access Unit, Short for personal digital assistant, a handheld device that 
combines computing, telephone/fax, Internet and networking feature. A typical PDA can 
function as a cellular phone; fax sender, web browser and personal organizer.  
 

3.4 Folder Structure and Maildir 
 
As the DAVID project showed (Chap. 2.3.2, item 2), the folder structure plays an important 
role when it comes to make logical sense of the archived material. This has an impact on our 
prototype already when e-mails are received and an issue to convert. Our choice of folder 
structure for incoming e-mails i.e. inbox, is the Maildir folder structure mainly due to the fact 
that Maildir stores the e-mails in separate files already when received and it is a free to use 
implementation which also goes in the line of our intentions – an easy to use, platform 
independent vendor free solution.  
 
As discussed in chapter 7, our intention is to make the solution platform independent in that 
way that the solution can be used by as many as possible by putting to demands on the Web 

                                                 
39 Internet Message Access Protocol  - A protocol which enables e-mails to be read while still on the server 
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and e-mail server – not to expect several millions of user to adjust their software battery to 
one single standard. Nothing can be totally independent in the world of digital communication 
but as far as possible this dependency should be hidden to the user.  
 
The structure of Maildir and the short-term archive: 
A directory in Maildir format has three subdirectories, all on the same file system:  tmp, new, 
and cur (Fig. 9). In the directory new every file is a newly delivered message, in cur the same 
case occurs but the messages in this folder has been viewed by the recipient and tmp is used 
to ensure reliable delivery by keeping a copy in case something happen to the server or the 
delivery process. After converting the e-mail to an XML file it is stored in a folder hierarchy 
(Fig. 9), which we constructed for the same purpose as the DAVID project did (Chap 2.3.2), a 
short-term storage following the rules of archiving.  Another reason for choosing Maildir is 
the legal aspects. We did not want to read or manipulate a message before the end user read it, 
which in this case would be the authority and not a single person. We only convert messages 
from the “cur” directory, which contains read messages (Chap. 3.1).  
 

 
 

Figure 9 Folder structure, Incoming e-mails and archive 

 
 
 
 

4 An Empirical Investigation  
In this section we describes the empiricism and what came out of the investigation. 

4.1 The Choice of Empiricism      
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Since the DAVID project according to us has developed a solution, which is dependent on a 
vendor specific client side plug-in we were aiming towards a solution with less client side 
dependencies and if possible none. A deeper analysis of the DAVID project’s approach is 
given in chapter 2.3.1 where we define what influence was taken from there and how we have 
taken the discussion in another direction against our solution. 
 
The National Inland Revenue has forewarned The National Archives that a massive mass of 
material for further preservation shortly is expected to be sent over which led to a wish to 
conduct the investigation at the National Inland Revenue. But the issue to investigate is 
complex and a decision was made that the opportunity to make the interviews eye to eye was 
more important then the exact organisation in question as long as it fulfilled our demands.  
Due to both distance and an understanding that a county administrative board would be an 
appropriate authority to investigate, our choice came to The County Administrative Board of 
Norrbotten40, which is located in Luleå. 
 
Sweden is divided into 21 different counties that have its own county administrative board 
and its own county governor as the head of each board. The County Administrative Board is a 
governmental coordinating authority, a service authority, and an instance for appeal in 
addition to having supervising responsibilities. The County Administrative Board guarantees 
that those decisions taken in the national government will be carried through in the local 
areas.  The County Administrative Board is an important link between people, local authority 
on one side, the national government Swedish Parliament, and central governments on the 
other. 
 
The County Administrative Board deals with questions through the whole area of society and 
this broad responsibility imply that we find employees from a width spectra of knowledge as 
lawyers, biologists, architects, agronomists, foresters, engineers, tutors, archaeologists, social 
workers, veterinarians, social scientists, economists etc.  
 
To summarize, our investigation is carried through in an environment acutely regulated by 
laws and regulations, a broad spectra of interests of work and responsibilities of the same. A 
huge authority, govern nationally but with local differences in the daily work and a bit of 
autonomy. This government has a large degree of communication with the public in one-way 
or another. 
 

4.2 The County Administrative Board of Norrbotten 
 
The County Administrative Board of Norrbotten has as its commission to see to that the best 
effect is reached for the county as a whole out of those decisions taken by the government and 
the Swedish Parliament. We can summarize the scope of the activities as: 
 

• Give advice and information 
• Practice supervision – check that various organizations’ activities are carried out 

according to laws and regulations.  
• Authority work as to grant permission, prove appeal of local governmental decisions, 

compile information. 

                                                 
40 http://www.bd.lst.se/ 
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• Coordinate the force of the county by taking initiative to different meetings and 
activities. 

• Contribute to different activities. 
 
In addition, these above given activities have to be available in all local native languages. For 
example Saami, Tornedal Finnish etc. 
 
4.2.1 The Situation of Today 
 
To find out how The County Administrative Board of Norrbotten manages their large 
quantities of records today and if there at all was any digital communication between the 
public and the government we choose to carry through our first interview at what can be seen 
as the gatekeeper of the government – the registrar.  
 
When we first arrived, we had a strong belief that we would receive a hearty welcome as 
those who showed an interest in their problems regarding preservation of electronic mail. We 
did receive a hearty welcome but as those who showed an interest in integration their existing 
systems so that they more easily could keep count of their paper records. The registrar could 
not at all understand our delimitations to specific preservation of e-mail. She expressly said 
that e-mail is not a separate consideration for them, it is just another piece in a big puzzle and 
have to be treated as that. 
 
The person working as registrar is an educated archivist with a great sense of coordination, in 
charge of one of several sub departments located in the same building. Many of those systems 
in use had been developed from her recommendations and she had been working for a long 
time and therefore had more experience then generally. 
 
All electronic mails were manually viewed by the registrar and copied in to the record 
management system (DIA-bas), either as a complete digital file or as a pointer to where the 
printed e-mail was preserved. With “manually viewed” means, that she received the e-mail to 
her inbox in her e-mail user agent and if she considered the e-mail to have record status she 
copied the e-mail to her desktop and opened the record management client. In the record 
management client, she typed in information about the e-mail and either copied the whole e-
mail to the record management system or gave information of where the printed-paper copy 
was filed.  
 
In the record management system, sub records already put on file under the same registration 
number was visible independent of the way they had been communicated, e-mail, regular 
post, or a phone call. All e-mails was printed out and sent to a clerk, which then received the 
e-mail in form of a paper put on file in a yellow paper cover, marked with all relevant 
information. Not until the whole record was complete, this paper cover along with all papers 
belonging to the same record was put on file physically in a box or in a bookcase for future 
long-term preservation.  
 
 If e-mail was dispatched to a clerk directly instead of going through her it was in the hands of 
that clerk to follow the rules and regulations – to put on file the e-mail in a proper order by 
dispatching it to the registrar. This situation when e-mails was sent else where then to the 
registrar was out of control for her but to prevent mistakes she along with others had put 
efforts on developing rules to handle those situations. All other records, sent by regular post 
or other communication media went through the same procedure.  
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The people employed by the government had the background of different professions (Chap. 
4.1), but generally many of them had worked for a long time and thereby very experienced in 
their profession. Not many of them had adapted the advantages that digital flows of 
information imply; they preferred to work with paper instead of computers.  
 
Figure 10 illustrates how records independent of communication media flows through the 
government at present. To view a bigger image, please view appendix A. 
 
 

 
 

Figure 10 Situation of today, management of official records 

 
Figure 11 illustrates specific the management of e-mail as the registrar presented it. To view a 
bigger image, please view appendix B. 
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Figure 11 Situation of today, management of e-mail 

. 

4.2.2 The Scenario of The Future and Expected Needs 
 
Since the registrar has the most interest of using the technical implementation that fulfills her 
needs and lets her do her work and not to develop the technical implementation we went to 
the head of the IT-department for further information. We wanted to find out the plan for 
future preservation issue and specifically the plan concerning preservation of e-mails.  
 
The same point of view came up as during the interview with the registrar; e-mail is not a 
separate consideration. E-mail is counted as one of many ways of communication and is 
integrated with all other ways of communication and just another document to add to the 
records already put on file. He explained that The County Board of Norrbotten has more then 
100 activity and department specific systems, each and every managing a varying number of 
communicated documents. The need for them was not to preserve e-mails; the need was to 
integrate all present systems. 
 
According to the head of the IT-department The County Board of Norrbotten was among the 
leading governments when it came to taking advantages of IT. Efforts had already been made 
to transfer elder records preserved in the form of paper to searchable digital records using 
XML, but this only on a prototyping level and he was surprised that the knowledge from this 
work had not led to further implementations. He himself had lived by the new Act of 
Administration for many years already by saving his inbox, outbox, and sent mail periodically 
on compact discs. Any time he could go back and take out any e-mail what so ever and in 
addition relevant e-mails had already been printed out and put on file. He stated that the law 
put demand on archiving but never said anything of how this should be done, and thereby he 
fulfilled all obligations.  
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For quite some time there has been a discussion going on and advanced plans of a 24-hours 
authority41 in Sweden. As a step towards an always-open authority in the best of the public’s 
interest, this is the aim for whole authority-Sweden. The public should easily any time of the 
day do their errands independent of what authority is involved. To manage this all involved 
authorities has to be integrated so that a Webb interface can collect and scatter information 
from and to databases belonging to different authorities.  
 
A technical concept has been developed42 but yet not implemented. SHS43 is a way to connect 
different activity specific systems located on different authorities geographically and on 
different platforms by using web services technique. Complains has so far been heard of as 
that this has taken far to long time already to be implemented but efforts of making this vision 
a reality can be seen.  
 
Much of the discussion at the interview was about the 24-hours authority and interested 
readers should go to http://www.24-timmarsmyndigheten.se/. Figure 12 illustrates the planned 
integration of the coming 24-hours authority and the activity specific systems. For this report, 
we can just conclude that the Internet is going to play a bigger role, as communication 
channel in the future and so will e-mail. This is an important aspect when it comes to 
preservation of digital material. The most important issue he felt should be further 
investigated was legal issues as – if I sign my name on a document, I’m also bound to the 
agreement but if I push the enter button on my keyboard – how can anyone out of legal 
aspects be sure that it really was my intention to push enter or did I even do it by my own free 
will? He felt a need to have those issued clearly defined by the law and recommendations how 
to obey the demands. 
 
 

 
Figure 12 The 24-hours authority 

                                                 
41 http://www.24-timmarsmyndigheten.se/ 
42 http://www.statskontoret.se/shs/index.html 
43 Spridnings och hämtningssystem 
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4.2.3 General Conclusions 
 
Laws strictly regulate governmental authorities and regulations and they themselves issue 
even more regulations that have an impact on our daily life. To administrate such a giant 
operation takes a lot of coordination and support as the responsibilities continually grows. 
Long time ago, it was sufficient with pen and paper but who can manage their administrative 
work today without a computer? Still paper is the most important tool at our authorities of 
today. Even if we have adapted digital management and communication, the computer is the 
tool at work that we do not seem to take the use of fully. We have a way of conduction our 
work and we prefer to continue doing things as we always have done, strictly according to the 
saying – if it is not broken, why then fix it?  
 
A lot of money is invested in activity specific systems that already are in use at our 
authorities, money spent on licenses as well as on education of employees in addition to the 
adjustment done to fit the system to the daily activities. To just throw away all present 
systems is not economically defensible even if a step towards a new thinking then would be 
easier to implement. The main point is that much of the efforts of today are spent on 
integrating all different kinds of existing systems and when it comes to public access crossing 
several different authorities budget – who will then pay the bill?  
 
The problem for us to solve was to develop an automatic and general solution suitable for 
preservation of e-mail. Our empirical investigation showed that this was not possible or even 
demanded, no one even thought of preservation specifically concerning e-mail. Instead, they 
had a giant flora of existing systems, which worked fine as they were and the only wish they 
had was to integrate all those systems. Even if an integration would take place, many of them 
working there now were not positive towards anything else the paper, fully digital case 
management was not the highest issue on their wishing list.  
 
Another problem with our assignment was that there actually is no technique that 
automatically can determine what is the content of an unstructured flow of text, not precise 
and exact which is the need when it comes to archiving demands. We made the conclusion 
that the only way to determine the content of e-mail was to structure the input already from 
the creation of the e-mail. Due to the change in The Act of Administration, e-mail now is 
considered as public record and we wanted to simplify the registrars’ work by steering as 
much as possible towards the kind of autoimmunization that is possible today. It was 
impossible to even consider any integration of all system in such a short period as we had and 
with our present knowledge. We also felt that the 24-hours authority had a high priority and 
where our solution can be at use.  
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5 The Prototype   
 
Worth mentioning before we present our prototype is that all case studies in the DAVID 
projects (Chap. 2.3.1), came up with almost the same questions to be answered – what to 
preserve, how to preserve, when to preserve and who should perform the preservation etc. 
This is relevant questions what ever there is to preserve and we started our own project with 
exactly the same thoughts, which lead us on the course we decided to take – structured e-
mails transmitted from the public to an authority via a web form accessible through Internet, 
which can be seen as a possible part of the coming 24-hours authority.  
 

5.1 Case Management Via Web Form 
 
E-mails can be considered as records as long as they are established in the framework of an 
organisation of the organisations activities. The content of e-mail can reflect status of a given 
case. Not selecting these e-mails for storage or deletion in an efficient way may have a 
negative effect to the efficiency of the operational management. From an archivist point of 
view it would be much easier and more efficient if all e-mails within an organisation were 
professional and structured. 
 
If and what e-mails needs to be stored, what kind of e-mail will be considered as records with 
archival value? A clear and coherent record keeping strategy with clear procedures and 
guidelines leads to archiving and accessibility of e-mails with archival value. Keeping 
everything is unsustainable in the long term. Preserving the context by linking e-mails to the 
organisations functions or activities distinguish e-mail with the status of record from those 
without this status. Due to the amount of e-mails it is better for archiving to take place in an 
automated way, selection should be allowed as there is no need to store e-mails without 
archival value but you cannot automatically and generally decide the content in e-mail.  
 
We have solved the problem with storing e-mails with archive value by structuring and 
standardizing the input with a form which has a web based interface which we consider is the 
most suitable for the public's contact with an authority in inquiries about case applications. As 
we earlier mentioned there is no way to automatically decide whether e-mail has archive 
value if we don’t already know from the time of creation what is the content of the e-mail. 
With this form we eliminate unstructured e-mails arriving to the authority, which has not 
archive value. Since we aimed for communication between the public and authorities we 
identified a need of platform (hardware and software) independence on the client side. The 
expected effects to authorities where the public in a standardized way via a web interface 
contacts the authority means less time consuming management and render an efficient case 
management via e-mail.  
 
 We will demonstrate in our result with an example that the sender can only succeed to 
dispatch the form if he/she fills in the different fields properly. The form will be sent as e-mail 
to an e-mail address owned by the authority, not a single person. The archived e-mails can 
later be queried based on the content of these fields.  The different fields represent data, which 
will result in that the e-mails will be quickly searched, sorted or indexed. We discovered the 
need for additional data that is not normally created when a user composes an e-mail message 
with his or her e-mail client. The basis for the data is supported on three different questions 
that aim to get the necessary information that will be saved about the preserved e-mail: 
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1. For whom is the information intended? 
2. What kind of information do they need? 
3. In which way can the information be used? 

 

5.2 A Case Application Step By Step 
 
When the user wants to dispatch an application he surfs to the authority’s web site and first of 
all a choice has to be made of what kind of case he wants to apply for. Figure 13 illustrates the 
first step of structuring our e-mail – a choice of case.  
 

 
Figure 13 Choice of case 

 
 
After choosing which case to apply for a view, illustrated in figure 14 occurs where those 
fields appropriate for the case in question is shown. This specific form concerns application 
for taxi driver licence or advanced notification about taxi driver license. All fields marked 
with an “*” are compulsory. 
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Figure 14 The application form 

 
The link (marked blue) tells the sender to browse for the corresponding file folder and returns 
the path/folder name. A script automatically fills in the filenames of the attachments when the 
sender presses the attach button (Fig. 15). 
 

 
Figure 15 Attachments 
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Figure 16 Compulsory fields not filled in correctly 

 
Figure 16 illustrates what will occur if the compulsory fields are not filled in or if the values 
in these fields are incorrect. Commentaries in the colour of red explain what information is 
missing or invalid. In this state it is not possible to dispatch the application or to send the e-
mail.  
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Figure 17 All compulsory fields validated and submitting allowed 

 
Figure 17 illustrates when all the compulsory fields are correctly filled in. Commentaries 
explain that the information in the different fields now is valid. The application can now be 
confirmed and submitted and the structured e-mail is dispatched. 
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Figure 18 The application is confirmed 

 
 
Figure 18 illustrates when the case is registered at the authority, the data captured in e-mail 
headers and transmitted creates a well-structured e-mail that refers to its context. A case 
number is automatically added to the e-mail and has to be used from now on with all 
communication concerning the case. Adding this information to e-mail stores the archival 
bond to the contextualisation of the e-mail. The context relates to the work process in which 
the e-mails were created, received or used and to other documents concerning same case 
(subject). It’s best to use a case number to indicate the link within a certain work process. 
 
Archived messages are complete, their content, structure, and contextual data of each e-mail 
are inseparably linked to each other. The archived e-mails will be authentic and correct. 
All these elements and their links should be archived in a durable, persistent and platforms 
independent way. As an extension to our prototype the e-mails with archival value can be 
incorporated in to the authority’s record keeping system. The case number given to e-mails 
dispatched from the web form is not integrated with any present record keeping system due to 
the fact that we did not have access to any.  
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Figure 19 The application viewed in the registrar’s e-mail client 

 
Figure 19 illustrates what the registrar finds when opening the e-mail in her e-mail client. The 
relevant information, which she has to see to be able to go further with the case, is shown to 
her and all data located in the headers are hidden. The e-mail and then the case has already 
been preserved automatically and she only has to make a decision if further information has to 
be requested, else the case now goes through the normal routines. 
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Figure 20 A reply from the registrar viewed in her e-mail client 

 
 
 
If there still is any information missing the registrar may reply to the person who sent in the 
application as illustrated in figure 20. When she presses the reply button in her e-mail client 
all information will still be present and she only have to add her own remarks. If she by any 
reason deletes this information from the e-mail body it will not effect the preservation or the 
context that the e-mail now has been preserved in. But due to limitations in the e-mail 
standard we had to solve the issue of keeping a chain intact no matter of how many separate 
documents there are communicated during a case by adding the given case number in the 
subject field of the e-mail. This is the only step that could be counted as dependent on the 
human hand – if this subject field is empty no link will be possible to maintain.  
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6 Technical Description of The Prototype 
Here we give a technical description of the prototype and the development of the same. If you 
are not interested in any technical details, skip this chapter. 

6.1 System Description 
 
 

 
Figure 21 Conceptual flow 

Description of figure 21: 
 

1. The public contacts the authority via a web form or via traditional e-mail created by e-
mail client. 

a. The web form: The public fills in necessary information about themselves and 
the case in question. All information has to be correctly filled in else no 
submission of the case will be allowed. A case number will automatically be 
generated and the registered information automatically displayed to the user. 

 
b. E-mail: If e-mail is dispatched by a e-mail client and then in an unstructured 

form without a valid case number an automatic reply will be sent requesting 
the public to submit her case through the web form and not this way. 

 
2. The data from the web form is sent as e-mail. 

 
3. The authority’s e-mail server receiving e-mails sent from the web form. E-mail is 

automatically copied and converted to the XML format. 
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4. Registrar or alike at the authority.  
 

5. E-mail server handling all e-mails communicated except for those created by the web 
interface. E-mail containing case number (and possibly additional compulsory 
metadata) is converted to XML format and preserved in a database system. All other 
e-mails are not converted, they are handled as before. 

 
6. The database preserving e-mail in the XML format. 

 
7. The National Archives’ digital archive. Before the transmission of preserved e-mails 

from the short-term archive, additional metadata can be included in addition to 
thinning.  

 
8. User interface for interaction with the database 

 
A citizen that wants to contact an authority regarding a specific case starts by browsing to the 
web site of the authority (referred to as web interface in Figure 21 & 22). When all the 
required information is entered, a case identification number is generated and the information 
is sent as e-mail by a script at the web server that uses the local mail transfer agent (MTA). 
The MTA then delivers the e-mail to the recipient’s home directory on the file system using 
Maildir storage format. 
 
The conversion script frequently polls every users “cur” directory for e-mail that has not yet 
been converted. This is done by comparing every e-mail in the cur directory with a log file 
containing a list of the e-mails that has already been converted. When the script finds an e-
mail that has not already been converted it simply converts that e-mail and adds it to the log 
file.  
 
Accessing the e-mails is done by using any mail user agent (MUA). For testing purposes we 
have used Pine for local access to the Maildir and for remote access we used Mozilla's e-mail 
client configured for courier-imap. For remote access any MUA that supports IMAP can be 
used, such as Netscape Mail or Microsoft Outlook. For archiving sent e-mails the procedure is 
the same as for incoming e-mail.  
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Figure 22 Logical system description 

6.2 The Web Interface 
 
We early discovered the need for additional metadata that is not normally created when a user 
composes an e-mail message with his or her e-mail client. We also found the approach used 
by the DAVID project not well suited for our application. Since we aimed for communication 
between the public and authorities, we identified a need of platform (hardware and software) 
independence on the client side. This led us to the conclusion that a web interface was the 
most suitable for the citizens' initial contact with an authority in official matters.  
 
The web interface is created with an effort to make a platform independent and easy-to-use 
interface. It works with all web browsers that support XHTML 1.044 and CSS 245. The reason 
why we chose XHTML and style sheets (CSS) is the possibility to separate the content from 
the layout and the structured approach and easier maintenance that follows. This also 
complies with the recommendations given by World Wide Web Consortium (W3C) and The 
Swedish Agency for Public Management for web sites that are developed from scratch.  
 
The web interfaces made it possible to create the e-mail message just the way we wanted. By 
supplying the additional metadata, such as personal information, in the e-mail headers it was 
easy to convert the e-mail to XML according to a well-structured DTD at a later stage. The 
use of a web interface also gives the authority a well-structured e-mail that aims to give the e-

                                                 
44 http://www.w3.org/TR/xhtml1/ 
45 http://www.w3.org/TR/REC-CSS2/ 
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mail “record status” in a very early stage. The input is strictly controlled - common mistakes 
such as a wrong typed personal id; that all information that is required is supplied etc. 
 

6.3 Issue of Preserving Metadata 
 
The authority receives the e-mail sent from the web interface as usual and the clerk has the 
ability to reply to this e-mail directly from any e-mail client. One significant limitation with 
this approach occurs when there are several replies between the citizen and the clerk. Due to 
the limitations of RFC 822 and its related standards (such as the extension for MIME) there is 
no way to preserve the custom headers that were initially created by the web interface when 
replying. In other words, this information is lost. The only possibility to preserve the metadata 
through the entire chain of replies is to store all data (record information) in the e-mail body. 
The disadvantage with this approach is both that the last message in the chain might be quite 
long and that it requires both the clerk and the citizen to “reply with quote”, which is not the 
default behaviour in all e-mail clients. There is in other words a risk that the record 
information is lost somewhere in the e-mail exchange.  
 
Because of this we have decided to set the record identification number in the Subject-header 
and clearly inform the receiver not to change the subject when replying. This makes it 
possible for the conversion application to identify every e-mail as a part of a specific record 
and then connect that e-mail to the full record information that were stored then the record 
was first created. In this way the e-mail does not become very long after a few replies and is 
not dependent on whether the clerk and citizen replies with quote or without quote. To 
determine which record the e-mail belongs to it is only necessary to look in the subject, which 
is significantly easier and faster than going through the entire e-mail body. At this stage it is 
of course also possible to ignore those e-mails that shall not be converted, such as private e-
mails and e-mails that does not have record status (such as simple questions from citizens). 

6.4 Conversion 
 
Our application scans through the “cur” (read e-mail) folder located in the “Maildir” 
directory, which is located under the users “home” directory. It compares the content of this 
folder with the “maillog” file to identify e-mails that has not yet been converted. When it 
finds a newly read e-mail it is converted and added to the log file (maillog). This process is 
preferably added to a service that runs the application very frequently; an example on a Unix 
or Linux system would be the cron daemon. There is no problem using this application on 
several users, the file structure just needs to be copied to another users homedir. 
 
The converted e-mails are moved to a folder called “archive” in the users home directory. 
Each converted e-mail is stored in a folder that is renamed to the actual case number. In this 
directory there is a folder with the original name that XML::Parser generates which contains 
the converted e-mail and a text version of the e-mail. The archive folder also contains the 
“maillog” file, which is a plain text that holds information about which e-mails that has been 
converted. This file is vital for the application and would be considered as a “simulated” 
database that would be used in a production release of the application. The use of a database 
would be more efficient and the generation and traceability of case numbers would be a lot 
easier. 
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The Perl directory contains the application that does the conversion and the DTD we are 
using. 
• poll.pl 
• email.dtd 
 
|-- Maildir 
|   |-- Sent 
|   |   |-- cur 
|   |   |-- new 
|   |   `-- tmp 
|   |-- courierimaphieracl 
|   |   |-- Sent 
|   |   |-- Trash 
|   |   |-- sent-mail 
|   |   `-- uidvalidity 
|   |-- courierimapkeywords 
|   |   `-- :list 
|   |-- courierimapsubscribed 
|   |-- courierimapuiddb 
|   |-- cur 
|   |   |-- 1084360438.31477.oden:2,S 
|   |   |-- 1084361770.31626.oden:2,S 
|   |   `-- 1084361816.31651.oden:2,RS 
|   |-- new 
|   |   `-- 1084434322.5388.oden 
|   `-- tmp 
|-- archive 
|   |-- converted 
|   |   |-- 2352 
|   |   |   `-- msg-1084369958-901-0 
|   |   |       |-- msg-901-1.txt 
|   |   |       `-- msg2352.xml 
|   |   |-- 2353 
|   |   |   `-- msg-1084369959-901-1 
|   |   |       |-- msg-901-2.txt 
|   |   |       `-- msg2353.xml 
|   |   `-- 2354 
|   |       `-- msg-1084369959-901-2 
|   |           |-- msg-901-3.txt 
|   |           `-- msg2354.xml 
|   `-- maillog 
|-- perl 
|   |-- clean.sh 
|   |-- email.dtd 
|   `-- poll.pl 
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6.5 Testing Environment 
 
The resources we had for this project was limited which affected our work in several ways. 
Since we did not receive any funds for hardware or software from either the University or The 
National Archives we had to reuse an old personal computer as a testing platform, which was 
not a poor thing after all, since we aimed for a solution suitable and usable under most 
circumstances and situations. For the software to be used on our testing server we had the 
following criteria: 
 

• Small footprint (not using a lot of system resources) 
• Stable 
• Secure 
• Easy to administrate both locally and remote 
• Highly configurable and scalable 
• Good documentation and free support 
• Free to use 

 
Our prototype was developed and tested on the following system and applications: 
 

• Testing machine: Intel 586, 233Mhz, 256Mb RAM, HDD 10Gb, NIC RTL8139, 
ADSL 512/512kbit 

• Operating system: Linux 2.4.24, Slackware-9.1(-current) 
• Software: Qmail(netqmail-1.05), Courier-imap v.3.0.3-20040424, ucspi-tcp-0.88, 

qmhandle-1.2.0, bind-9.2.3, Apache-1.3.29, PHP-4.3.6, Perl-5.8.3, Pine 4.58, 
daemontools-0.76, gcc-3.3.3 

• Web browsers: Mozilla-1.6, Firefox-0.8, Netscape-7.1, Opera-7.23, Internet Explorer 
v.6.0.2800.1106, Dillo-0.8.0, Lynx-2.8.5rel.1, Konqueror 

• E-mail clients: Mozilla-1.6, Sylpheed-0.9.10claws, Pine-4.58, Thunderbird-0.6, MS 
Office Outlook 2003, Kmail-1.6.2 

• Development: Emacs-21.3.2, Pico (Pine-4.58), Bluefish-0.13, Tramp-2.0.39, 
Dreamweaver v7.0 

 
We tested our application with the e-mail client that ships with Mozilla. It needs a few special 
settings to work with courier-imap, which is described in this document: 
http://karmak.org/2003/courier-imap/mozilla-1.6/ (2004-05-19) 
 
How to configure MS Outlook Express to work with IMAP is found here: 
http://karmak.org/2003/courier-imap/outlook-2000/ (2004-06-02) 
 

6.6 Installation And Configuration 
 
Qmail: 
Qmail was installed from a source code distribution; the version used was netqmail-1.05 with 
daemontools-0.76 and ucspi-tcp-0.88. The patches needed for deamontools was daemontools-
0.76.errno.patch and ucspi-tcp-0.88.errno.patch that is shipped with the netqmail release. For 
Qmail to work a DNS server is also needed, we used Bind v.9.2.3. 
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Qmailhandle was used for an easy management of the mail queues and other managerial 
tasks; it can also easily be set-up to use Maildir as storage format. Maildir is a lock-free 
mailbox standard which is reliable over NFS, a MUA can read and delete messages while new 
e-mail is being delivered. With the use of Maildir each message is stored in a separate file 
with a unique name and written to disk so simultaneous operations on other messages do not 
interfere with each other. This is not possible with the widely used format mbox, which stores 
all messages in a single file. The Maildir concept uses three directories for storing messages, 
tmp (for temporary messages), cur (for read messages) and new (for new messages). 
 
The two alternatives in the choice of MTA was Qmail and Sendmail. After a short test with 
Sendmail and some research we chose Qmail because of difficulties in using Maildir with 
Sendmail. We found Qmail slightly easier to administrate and configure than Sendmail, 
especially to use with Maildirs. 
 
This script is available via http://www.lifewithqmail.org/qmailctl-script-dt70 (2004-05-06) 
 
Courier-imap: 
Courier-imap is an IMAP server that provides IMAP access to Maildirs. It is a server that is 
widely used and is fully featured. We wanted to use IMAP because it allows manipulation of 
remote mailboxes as if they were local. IMAP is more flexible in the sense that users can 
access their inbox from different places and different machines at different times. It differs 
from POP in the way that with POP messages are downloaded to the client for reading. It is a 
lot smaller and uses less system resources then the UW-IMAP server, which is suitable for 
our test machine and our needs. A special configuration is needed for accessing the Courier-
imap server that we have used.  
 
Apache: 
Apache is a widely used web server that is free to use and is easy to administrate. It met our 
criterias because it is free of charge, compatible with our testing environment, highly 
configurable and possible to integrate with PHP. 
 
Apache was compiled with the following configuration options: 
SSL_BASE=SYSTEM ./configure --prefix=/usr/local/apache --
sysconfdir=/etc/apache --disable-module=all --enable-module=access --
enable-module=actions --enable-module=alias --enable-module=asis --enable-
module=auth --enable-module=autoindex --enable-module=cgi --enable-
module=dir --enable-module=env --enable-module=setenvif --enable-
module=log_config --enable-module=mime --enable-module=ssl --enable-
module=speling --enable-module=security --enable-module=access --enable-
module=userdir --enable-module=status_module --enable-module=headers_module 
--enable-module=usertrack_module --disable-rule=SSL_COMPAT --enable-
rule=SSL_SDBM --activate-module=src/modules/php4/libphp4.a 
 
PHP: 
PHP is a general purpose scripting language that is suited for web development and can be 
embedded in HTML. We wanted a server-based scripting language that is free to use and can 
be used with our web server. It has the functionality we needed for dispatching e-mail from 
our web form. Other alternatives would have been ASP or CGI but they do not meet the 
criterias we had set up. 
 
 
 
PHP was compiled with the following configuration options: 
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./configure --prefix=/usr --disable-static --sysconfdir=/etc --enable-
discard-path --with-config-file-path=/etc/apache --enable-safe-mode --with-
openssl --enable-bcmath --with-bz2 --with-pic --enable-calendar --enable-
ctype --with-gdbm --with-db3 --enable-dbase --enable-ftp --with-iconv --
with-exif --with-gd --enable-gd-native-ttf --with-jpeg-dir=/usr --with-png 
--with-gmp --with-mysql=shared,/usr --with-xml=shared,/usr --with-
gettext=shared,/usr --enable-trans-sid --enable-shmop --enable-sockets --
with-regex=php --enable-sysvsem --enable-sysvshm --enable-yp --enable-
memory-limit --with-tsrm-pthreads --enable-shared --enable-debug --with-
zlib=/usr --enable-mbstring --with-apache=../apache_1.3.29 
 
Perl: 
For the conversion to XML the two programming languages we chose between was Java and 
Perl. We decided to use Perl because of its string handling capabilities, its speed and its 
simplicity. Perl is implemented on a wide variety of platforms; therefore it provides a useful 
tool to create portable code, even though it has some limitations in portability. The project 
group also had some previous knowledge of Perl, which we though was an advantage. It is 
also shipped along with and well implemented in the operating system of our choice. The 
capabilities of Perl matched the criterias we had for the software on our development 
environment and we found that the use of already built modules was useful for our task; even 
tough some of these modules are in an early stage of development, which resulted in some 
additional work. For further information please view appendix D and www.cpan.org  
 

6.7 Limitations of The Prototype 
 
The prototype we have constructed has some limitations that don’t follow the conceptual 
model as illustrated in figure 22. These are limitations that exist because of practical 
conditions that affected our work.  
 
In the ideal case the case identification numbers would be retrieved from the record keeping 
system of the organisation at which a solution like this would be implemented. But since we 
didn't have access to any running record keeping system from which we could retrieve the 
case numbers, we chose to generate these numbers with PHP when dispatching the e-mail 
from the web interface. More specifically we use a simple text file to store the case numbers 
that had already been used and then we picked the last stored number and increased that 
number by one for each new case that was sent. This is far from what we consider as best 
practise, but it works fine for our prototype and avoids adding complexity the prototype. 
 
We have chosen only one type of case as an example to work with in our prototype. In reality, 
that is, implemented in an organisation, the system would naturally support all kinds of cases 
that were needed. The fact that we chose only one type of case is a direct result of the time we 
had available. We also think that one type of case is sufficient to illustrate the concept.  
It is only possible to attach one file when using the web interface. This is a limitation that 
made it a little easier for us in the creation of the prototype, but something that is easy to 
change if the possibility to attach more than one file is wanted.  
 
In our prototype, we only have one specific case for the public to test but our DTD is designed 
to work with any case. The only common information between all cases is the information 
about the person that is dispatching the e-mail. Building a DTD for each case is not 
acceptable, so we decided to gather all the information about the case in one element, which 
also is displayed in the e-mail body. This way it is possible to use a DTD for all cases 
concerning a person – authority communication. A limitation in our prototype is that the DTD 
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is designed for a person, not an organisation or company, for that to work another DTD or a 
modified DTD is needed. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

7 Conclusions and Discussion 
In this chapter, we discuss the thoughts that have come in mind during this project, our 
personal thoughts, and others, who then are referred to.  
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What we have developed during this project is an example; one of many ways e-mail can be 
prepared for long-term preservation. In our solution, we have showed how a SIP (Chap. 2.1 & 
2.1.4) can be prepared for long-term preservation by using management tools (Chap. 2.2) to 
structure the input of the e-mail. This way we already know the contents of the e-mail and no 
thinning will be required. A formalized and structured input is possible to manage in an 
automatic and general way; traditional and unstructured e-mails must have a human hand to 
interpret the content.  
 
Our conclusions: 
 

• A technical solution suitable for preserving e-mails is not the main problem. The 
problem to be solved is What we should preserve? Who should preserve it? When are 
we going to preserve? How is the preservation to be done? 

• To automatically be able to determine if the e-mail has record status the e-mail has to 
be structured already at its creation 

• E-mail is not any solitary preservation issue, it’s one among many different ways a 
case can be communicated 

• Authorities of today which have a great number of activity specific systems are 
searching for a way to integrate all their present systems, they are not searching for a 
solitary solution specifically concerning e-mails 

• The present e-mail standards does not support repeatedly transmission preserving the 
same values in the headers; when replying to an e-mail new headers are created 

• Present technique has to be adjusted for preservation purpose to fulfill the demands of 
the same 

• For a long time to come paper based and digital communicated material has to live 
side by side 

• XML is a general format suitable for preservation purpose but vendor specific 
solutions that take use of XML are not general 

• It is impossible today to predict which technical solutions will be available in the 
future 

 
Some people would not object to the statement that we all wished we had some artificial 
intelligence that knew exactly to do the right things for us, at the right moment according to 
our needs and rather knew of these needs before we even do ourselves. This is Utopia and it 
does not exist – not now or ever. 
 
We have come far when it comes to technical solutions but there is nothing that can be 
compared with the human when it comes to make decisions based on context and 
differentiates in the same. Many decisions is based on – if this then….which easily can be 
programmed but to define this is harder due to the human limitations of expressing the same 
thing exactly the same way. We are human and need help to structure things else we will have 
hundreds of ways to solve hundreds of problems which is not a bad thing but totally different 
from any technical solutions. 
 
Even though our technical evolution has evolved at a breakneck speed, we cannot forget that 
this is not appreciable by the whole population or even desirable by the same. In Computer 
Sweden number 49, 2004, Rolf Berndtson, chairman of The Computer Society contributes to 
the debate where he asks the question if half of Sweden is to be a country of forerunners. He 
is based on that three million Swedish citizens doesn’t own their own computer or is able to 
use one even if they had access to a computer.  
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Berndtson groups this non-computerized people in groups which can involve senior citizens, 
the unemployed, low-income earners, immigrants, young people and uninterested people – all 
those that aren’t allowed or don’t want to take part in IT educations and computer 
subventions. The point he makes is that even if mostly all of us have huge ambitions to take 
our technical evolution further we must not forget that not all can or they want to be a part of 
this. For a very long time to come we have to live in parallel worlds where we give service to 
each and everyone no matter of in which world they belong.  
 
But no matter what we think about technology we can be sure of that we slowly are heading 
towards more and more digital communication and the department of Justice46 has proposed 
that access to a computer and Internet should be counted as every Swedish citizens human 
right and thereby be included in the norm of social welfare47.   
 
An issue in question is the 24-hours authority which has the ambition to serve the public 24 
hours a day and by surfing into one website it should be possible to collect or leave 
information from or to many different authorities. The national boards of Sweden have agreed 
on a common platform48 to coordinate all 21 different boards as a step towards the final 
solution where all boards can be reached over the Internet. But at the same time there are 
many dissatisfied49 voices heard that wonder how it can be that nothing seems to happen with 
the 24-hour authority so far. The local authorities don’t see any profit to gain and a lack of 
political power of will seems to be a fact. It’s now more then four years since the government 
set up a committee to speed up the implementation of the 24- hours authority but The Swedish 
Agency for Public Management as well as the EU commission has recently pointed out that 
this work is going forward far to slow. Some people go so far in their criticism that they call it 
a flop50. 
 
How does this philosophical screed belong to our result and our task to be solved can one 
wonder? The answer is that when we got our task explained we started to try to develop a 
general, automatic and platform independent solution but very soon we came to other 
questions to be answered as a consequence.  
 
We were developing a solution for whom and where to be used, a solution for today or for the 
future, a solution that was asked for or a solution totally unknown? We also had a wish to be 
able to finish our solution in the short time we had, with our present knowledge as a base and 
we wanted to make a practical result and not only another abstract report which told what 
should be done - we had the ambition of doing it as well. Another ongoing question, which 
has been lively discussed within the group as well as among others international wide is what 
can be defined as an electronic mail worth archiving. Should we preserve everything or 
should we sort out and how to automatize the sort out process? It is impossible to save 
everything to the afterworld; we have to make a choice.  
 
Clearly, this choice is depending on the organisation in question but some distinctions can 
easily be made between what can be seen as a business document and thereby according to 
the law an issue to preserve and what is not. It’s much harder to really define and catch all 

                                                 
46 Justitiedepartementet 
47  http://www.idg.se/ArticlePages/200403/16/20040316073322_CS/20040316073322_CS.dbp.asp 
48 http://www.idg.se/ArticlePages/200404/28/20040428110725_CS/20040428110725_CS.dbp.asp 
49 http://www.idg.se/ArticlePages/200404/21/20040421105725_CS/20040421105725_CS.dbp.asp 
50 Jan Freese. Computer Sweden Nr: 60 040526. Debate, page 2.  
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those e-mails, which in the future will have a huge value of affection as many handwritten 
letters written by for an example Beethoven have. How do we capture those e-mails for the 
future, and even if we do – will they have the same value as a handwritten one? We have not 
given any answers to those questions but we have made a small contribution to the debate that 
puts focuses on some specific considerations. 
 
The major questions to be asked is not how we technically can solve the problem with 
archiving e-mails. There are already sufficient techniques existing which need a bit of 
modification to work accordingly to archiving techniques and rules. The problem to be solved 
is legal aspects, financial aspects, questions as what, when, how and who. 
 
There is nothing new in filling in a form via the Internet and then continue a communication 
via ordinary e-mail, this is practiced on many of today’s web sites. There is nothing new to 
print out a paper form from the Internet and then fill it in by hand and posting it by regular 
post. However, to fill in an application online, fully digitally and without any interference by 
a physical pen is only a vision, as the 24-hours authority still has not been fully implemented. 
But when (mark that we don’t say if), the 24-hours authority is fully implemented our solution 
can be of use either as a contact form generally or as an application for different cases.  
 
Either we choose to let each and everyone choose their own way of archiving and let the 
problem be The National Archives’ or we suggest a general way, which can be easily digitally 
searchable. We can go on printing everything onto paper if we want to but if we want to steer 
as much as possible over to digital communication we also need a strategy which is digital all 
the way. It’s neither any solution to store everything on separate hard drives which later on 
will be stored separate in some paper folder. If we choose this solution how hard will it not 
then be to migrate or take part of the preserved material? 
 
For a fully functional strategy, we have to structure what we want to preserve, in this case e-
mails. We have to store the preserved e-mails in such a way that we later easily can access 
and present the preserved e-mails. XML is according to us a fully standardized solution but 
not everyone agrees. The fear of different vendors51 taking patent on XML and developing 
their own standard suitable for their own products is a relevant fear. We claim that XML is a 
perfect format for preservation purpose but then the databases and the generating applications 
also have to generate and store in a general XML format, which is not the situation of today. 
Almost all products of today use their own format, which complicates all possible 
generalization and automation. Hardly any database systems of today actually stores in XML 
format, they convert the data to their own standard. This implies that use of any database 
system, which do not store in a general standard format of XML also is a platform dependent 
storage. 
 
For our prototype to work functionally we don’t use a database system, we preserve as files in 
a folder structure which is no solution in a bigger environment but it serves our purposes at 
the moment. Even though we aren’t using a database our solution still is dependent on certain 
things as a certain version on PHP, a Perl interpreter and so on – but this dependency lays on 
the server side and won’t be noticed by the user/the public.  
 
The DAVID project developed a plug-in to Outlook Express, an application specially written 
to fit this e-mail client and has to be installed on each users computer or on the e-mail server 

                                                 
51 http://www.idg.se/ArticlePages/200402/06/20040206092929_NOK/20040206092929_NOK.dbp.asp 
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used for the application. For each and every vendor specific e-mail client another plug-in has 
to be developed. This is one possible solution and ours another. Any web browser what so 
ever can access our web form under the condition that an Internet connection and a computer 
is available. Those are obvious demands which has to be fulfilled when it comes to any digital 
communication what so ever.  
 
Another consideration should be made is how the case will continue its way through the 
authorities’ system. When anyone files an application, even if it is correctly submitted, he or 
she wants to have something in return as a proof of the approval of the application - a 
certificate, a document, or other. A structured input of data that is counted as preservation of 
e-mail in the end is not anything living a life of its own. The meaning is that all systems and 
activities in the authority should work together and use the same platform for easy 
communication and integration. Our prototype is not meant to stand alone, it should be seen 
as a part of the coming 24-hour authority.  
 
An optimal solution would be to stop handling our present flora of system as a patchwork 
quilt and starting to build systems which already can communicate with each other. Still today 
there are systems built in Cobol present little here and there working together with other 
systems, as many as you like - but who wants to pay the replacement of all these patchworks? 
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• The Act of Data Integrity – Datalagen 

 
• The Act of Management of Public Records – Lagen om hantering av allmänna 

handlingar 
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Fram till den 1 juli 2003 var inte statliga, kommunala och landstingskommunala myndigheter skyldiga att 
acceptera e-post som ett sätt för allmänheten att kommunicera med myndigheten. Men den 1 juli trädde en 
ändring av förvaltningslagen (SFS 1986:223, senast ändrad 2003:1213) ikraft. Där står numer följande: 
 
 5 § Myndigheterna skall ta emot besök och telefonsamtal från 
 enskilda. Om särskilda tider för detta är bestämda, skall 
 allmänheten underrättas om dem på lämpligt sätt. 
 
 Myndigheterna skall också se till att det är möjligt för 
 enskilda att kontakta dem med hjälp av telefax och elektronisk 
 post och att svar kan lämnas på samma sätt. 
 
Det innebär att myndigheter i princip är skyldiga att behandla ärenden som anhängiggörs  

 
- skriftligen per brev eller e-mail  
- muntligen per telefon eller genom personligt besök; myndigheten har här vissa möjligheter att säga nej, 

men lämnade uppgifter ska alltid dokumenteras. 
 
Hur e-mail ska hanteras rent praktiskt är i många stycken en öppen fråga. Riksarkivet gav 1996 ut bestämmelser 
om e-post för Riksarkivet och landsarkiven som i vissa avseenden blivit normbildande för andra myndigheter. T 
ex så likställs enligt dessa bestämmelser e-post med andra inkomna handlingar. Det innebär att det finns en 
loggningsfunktion som registrerar inkommande och utgående mail samt en officiell e-postadress för varje 
myndighet (Riksarkivet och de sju landsarkiven). 
 
Arkivläggningen av e-mail sker hos många myndigheter i form av pappersutskrifter. Men i den takt som allt fler 
myndigheter övergår till att ersätta sin pappersbaserade handläggning med elektroniska ärendehanteringssystem, 
blir detta en allt otympligare lösning. 
 
Alla handlingar vare sig de är analoga eller digitala har tre element 
 

- innehåll, dvs den information som handlingen ska förmedla (datat) 
- struktur, som innefattar både en logisk och en fysisk del. Den logiska är t ex indelningen i kapitel och 

stycken men inkluderar också sådant som information i dokumenthuvudet (avsändare, mottagare, 
datum, ämne) och signatur. Den fysiska delen är typsnitt, marginalavstånd, radavstånd och liknande 

- kontext, dvs det sammanhang som handlingen ingår i och som inkluderar omständigheterna vid 
tillkomsten, användningen, kontroller, plats i arkivbildningen etc 

 
Uppgiften innebär att finna en metod för hur e-mail ska bevaras vid myndigheter för vidare överföring till 
arkivmyndighet med innehåll, struktur och kontext intakt. I uppgiften ingår också att utvärdera metoder som 
utvecklats internationellt av andra projekt och institutioner. 
 
Följande referenser kan vara en lämplig utgångspunkt för arbetet: 
http://www.sdsc.edu/NARA/Publications.html  (FoU-projekt om digitalt bevarande vid NARA i USA) 
http://www.digitaleduurzaamheid.nl/home.cfm (Testlab för digitalt bevarande i Holland) 
http://www.nla.gov.au/padi/topics/47.html  (Digitalt bevarande av e-post i Australien) 
 
 
 
 
 
 
 
 
 

Appendix D Digital Signatures  
As found at http://www.jguru.com/faq/view.jsp?EID=4317 
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Concept  Illustration  Description  

Key Pair  

 

Related pair of keys (binary 
data) generated using a key pair 
generating algorithm.  

Private Key  
 

The sender's secret/private key, 
from the key pair above. This 
key must never be known by 
anybody but the sender.  

Public Key  
 

The sender's public key, from 
the key pair above. This key 
may be freely distributed to 
anybody.  

 
A concept of Digital Signatures demonstrated below: 
 

 
Process step: Create a Message Digest. 

• The Message Digest data block is produced from the plaintext message. 
 

 
 
Process step: Sign the message digest with the user’s private key. 

• The Message Digest is signed with the key, which is kept by the sender only. 
 

 
 
Process step: Digital signature verification. 

• Using the public key of the sender, any recipient can verify that the decrypted 
Message Digest matches the plaintexts.  

Appendix E  Application Prototype, Code 
This section contains the programming code that was used to implement the prototype. This 
code can also be found at 
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http://www.ludd.ltu.se/~marlin/ra_code/email_archive_prototype.tar.gz for the interested to 
download. 
 
The code to the main application interface: 
 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" 
"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd"> 
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="sv-SE"> 
<head> 
<meta http-equiv="Content-Type" content="application/xhtml+xml; 
charset=iso-8859-1" />  
<meta name="author" content="Projektgrupp RA1 Luleå tekniska universitet" 
/> 
<meta name="keywords" content="24-timmarsmyndigheten, samhällsservice, 
myndighet" /> 
<meta name="description" content="24-timmarsmyndigheten" /> 
<title>Ans&ouml;kan om k&ouml;rkortstillst&aring;nd</title> 
<style type="text/css" title="Stil 1" media="screen"> 
 @import url("style1.css"); 
</style> 
<script type="text/javascript"> 
<!-- 
function upload() { 
 window.open("upload.php","upload","toolbar=no,location=no,direct
ories=no,status=no,menubar=no,scrollbars=yes,resizable=yes,fullscreen=no,wi
dth=500,height=250,top=200,left=200"); 
} 
//--> 
</script> 
</head> 
 
<body> 
 <form action="validate_ansokan_kk.php" method="post" 
enctype="multipart/form-data" name="register" id="reg_1"> 
 <input name="err_chk" type="hidden" value="check" /> 
 <div class="header"> 
  <img src="bd.gif" alt="L&auml;nsstyrelsen Norrbotten" 
width="285" height="82" /> 
 </div> 
 
 <div class="personalinfo"> 
 <p><span class="important">Obligatoriska f&auml;lt &auml;r 
markerade med en *</span></p> 
 <p>Ans&ouml;kningsdatum: <?php echo date('Y-m-d'); ?></p> 
 <p class="field"> 
 * Förnamn:<br /> 
 <input name="first_name" type="text" size="30" maxlength="80" 
tabindex="1" /> 
 </p> 
 <p class="field"> 
 * Efternamn:<br /> 
 <input name="last_name" type="text" size="30" maxlength="80" 
tabindex="2" /> 
 </p> 
 <p class="field"> 
 * Personnummer:<br /> 
 <input name="personal_id" type="text" size="15" maxlength="11" 
tabindex="3" /> 
 </p> 
 <p class="field"> 
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 * Gatudress:<br /> 
 <input name="postal_address" type="text" size="30" 
maxlength="80" tabindex="3" /> 
 </p> 
 <p class="field"> 
 * Postnummer:<br /> 
 <input name="postal_number" type="text" size="15" maxlength="10" 
tabindex="4" /> 
 </p> 
 <p class="field"> 
 * Ort:<br /> 
 <input name="city" type="text" size="30" maxlength="80" 
tabindex="5" /> 
 </p> 
 <p class="field"> 
 Telefon bostaden:<br /> 
 <input name="phone" type="text" size="15" maxlength="20" 
tabindex="6" /> 
 </p> 
 <p class="field"> 
 Mobiltelefon:<br /> 
 <input name="mobile_phone" type="text" size="15" maxlength="20" 
tabindex="7" /> 
 </p> 
 <p class="field"> 
 * E-postadress<br /> 
 <input name="email_address" type="text" size="30" maxlength="80" 
tabindex="8" /> 
 </p> 
 </div> 
 
 <div class="caseinfo"> 
 <p><strong>Ans&ouml;kan om:</strong></p> 
 <p class="field"> 
 <input type="radio" name="ansokan" value="Taxiförarlegitimation" 
tabindex="9" /> 
 Taxif&ouml;rarlegitimation</p> 
 <p class="field"> 
 <input type="radio" name="ansokan" value="Förhandsbesked om 
taxiförarlegitimation" tabindex="10" /> 
 F&ouml;rhandsbesked om taxif&ouml;rarlegitiamation</p><br /> 
 K&ouml;rkortuppgifter: 
 <p class="field"> 
 <input type="checkbox" name="licence_b" value="checkbox" 
tabindex="11" /> 
 B 
 <input type="checkbox" name="licence_d" value="checkbox" 
tabindex="12" /> 
 D 
 <input type="checkbox" name="licence_f" value="checkbox" 
tabindex="13" /> 
 Annat (t.ex. utl&auml;ndskt k&ouml;rkort)</p><br /> 
 Yrkeskunnande: 
 <p class="field"> 
 <input type="checkbox" name="practical_test" value="checkbox" 
tabindex="14"  /> 
 Prov avlagt hos V&auml;gverket</p><br /> 
 Medicinska krav:<p class="field"> 
 <input type="checkbox" name="med" value="checkbox" tabindex="15" 
/> 
 L&auml;karintyg bifogas 
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 </p> 
 </div> 
 <div class="send"> 
 <br /> 
 &Ouml;vrigt:                 
 <p class="field"> 
 <textarea name="misc" cols="40" rows="5" tabindex="16" 
></textarea> 
 </p> 
 <p> 
 <a href="javascript:upload()" tabindex="17" >Bifoga fil genom 
att klicka här</a> 
 </p> 
 <p class="field"> 
 <input type="submit" name="Submit" value="Skicka ans&ouml;kan" 
tabindex="18" /> 
 &nbsp; 
 <input type="reset" name="Submit2" value="Rensa" tabindex="19" 
/> 
 </p> 
 </div> 
 </form> 
 
</body> 
</html> 
 
The code for the case selection interface: 
 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" 
"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd"> 
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="sv-SE"> 
<head> 
<meta http-equiv="Content-Type" content="application/xhtml+xml; 
charset=iso-8859-1" /> 
<meta name="author" content="Projektgrupp RA1 Luleå tekniska universitet" 
/> 
<meta name="keywords" content="24-timmarsmyndigheten, samhällsservice, 
myndighet" /> 
<meta name="description" content="24-timmarsmyndigheten" /> 
<title>24-timmarsmyndigheten</title> 
<style type="text/css" title="Stil 1" media="screen"> 
 @import url("style1.css"); 
</style> 
<script language="JavaScript" type="text/JavaScript"> 
<!-- 
function MM_jumpMenu(targ,selObj,restore){ //v3.0 
  eval(targ+".location='"+selObj.options[selObj.selectedIndex].value+"'"); 
  if (restore) selObj.selectedIndex=0; 
} 
//--> 
</script> 
</head> 
 
<body> 
<div class="welcome"> 
 <h1>24-timmarsmyndigheten</h1> 
 <h2>- Medborgarservice -</h2> 
 <form name="form1" id="form1" action=""> 
    <select name="menu1" onchange="MM_jumpMenu('parent',this,0)"> 
   <option value="javascript:void()" 
selected="selected">V&auml;lj &auml;rendetyp</option> 
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   <option value="javascript:void()">--------
------</option> 
   <option 
value="ansokan_kk.php">Taxif&ouml;rarlegitimation</option> 
  </select> 
 </form> 
 
</div> 
</body> 
</html> 
 
The code for converting to e-mail format and sending the e-mail: 
 
<?php 
// Start a session 
session_start(); 
?> 
 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" 
"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd"> 
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="sv-SE"> 
<head> 
<meta http-equiv="Content-Type" content="application/xhtml+xml; 
charset=iso-8859-1" /> 
<meta name="author" content="Projektgrupp RA1 Luleå tekniska universitet" 
/> 
<meta name="keywords" content="24-timmarsmyndigheten, samhällsservice, 
myndighet" /> 
<meta name="description" content="24-timmarsmyndigheten" /> 
<title>Ans&ouml;kan skickad - 24-timmarsmyndigheten</title> 
<style type="text/css" title="Stil 1" media="screen"> 
 @import url("style1.css"); 
</style> 
</head> 
<body> 
 
<?php 
 
setlocale(LC_ALL, 'sv_SE'); 
 
$case_number = case_gen(); 
 
// Define varibles 
$first_name = $_POST['first_name']; 
$last_name = $_POST['last_name']; 
$personal_id = $_POST['personal_id']; 
$postal_address = $_POST['postal_address']; 
$postal_number = $_POST['postal_number']; 
$city = $_POST['city']; 
$phone = $_POST['phone']; 
$mobile_phone = $_POST['mobile_phone']; 
$email_address= $_POST['email_address']; 
$case_name = $_POST['ansokan']; 
 
if (isset($_POST['licence_b'])) { 
 $licence_b = "Ja"; 
} else { 
 $licence_b = "Nej"; 
} 
 
if (isset($_POST['licence_b'])) { 
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        $licence_d = "Ja"; 
} else { 
        $licence_d = "Nej"; 
} 
 
if (isset($_POST['licence_f'])) { 
        $licence_f = "Ja"; 
} else { 
        $licence_f = "Nej"; 
} 
 
if (isset($_POST['practical_test'])) { 
        $practical_test = "Ja"; 
} else { 
        $practical_test = "Nej"; 
} 
 
if (isset($_POST['med'])) { 
        $med = "Ja"; 
} else { 
        $med = "Nej"; 
} 
 
$date = date('Y-m-d'); 
$misc = $_POST['misc']; 
$uploaded_file = $_SESSION['uploaded_file']; 
$boundary = "----=_MIME_BOUNDARY_000"; 
$break_line = "\n"; 
 
// Concatenate case_info variable 
$case_info = "B-körkort:$licence_b "; 
$case_info .= "D-körkort:$licence_d "; 
$case_info .= "Annat körkort:$licence_f "; 
$case_info .= "Prov:$practical_test "; 
$case_info .= "Medicinskakrav:$med "; 
$case_info .= "Fritext övrigt:$misc "; 
if ($uploaded_file == "") { 
  $case_info .= "Bilaga:Ingen fil bifogad"; 
} else { 
  $case_info .= "Bilaga:$uploaded_file"; 
} 
// Variables end. 
 
// Set charset to UTF-8 (using BASE64) 
mb_language("uni"); 
 
$to = "registrator@myndighet.mine.nu"; 
 
$authority = "Myndighet i Norrbotten"; 
 
// Split email address 
$path_emailarray = explode("@", trim($email_address)); 
$user = $path_emailarray[0]; 
$domain = $path_emailarray[1]; 
$from = mb_encode_mimeheader("$first_name $last_name") . " <" . $user . "@" 
. $domain . ">"; 
 
// Format Subject 
$temp_subj = "- " . $case_name . " " . "[" . $case_number . "]" . " -"; 
$subject = mb_encode_mimeheader($temp_subj) . $break_line; 
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$headers = "From: $from" . $break_line; 
 
// Do this if mail has no attachment (headers) 
if ($uploaded_file == "") { 
  $headers .= "MIME-Version: 1.0"; 
  $headers .= $break_line; 
  $headers .= "Content-Type: text/plain"; 
  $headers .= $break_line; 
  $headers .= "\tcharset=UTF-8"; 
  $headers .= $break_line; 
  $headers .= "Content-Transfer-Encoding: 8bit"; 
  $headers .= $break_line; 
   
// Do this if mail has attachment (headers) 
} else { 
  $headers .= "MIME-Version: 1.0"; 
  $headers .= $break_line; 
  $headers .= "Content-type: multipart/mixed;"; 
  $headers .= $break_line; 
  $headers .= "\tboundary=\"$boundary\""; 
  $headers .= $break_line; 
} 
 
// Format and concatenate headers 
$headers .= mb_encode_mimeheader("X-Mailer: QUiCKH4CK.v0.07") . 
$break_line; 
$headers .= mb_encode_mimeheader("X-first_name: $first_name") . 
$break_line; 
$headers .= mb_encode_mimeheader("X-last_name: $last_name") . $break_line; 
$headers .= mb_encode_mimeheader("X-personal_id: $personal_id") . 
$break_line; 
$headers .= mb_encode_mimeheader("X-postal_address: $postal_address") . 
$break_line; 
$headers .= mb_encode_mimeheader("X-postal_number: $postal_number") . 
$break_line; 
$headers .= mb_encode_mimeheader("X-city: $city") . $break_line; 
$headers .= mb_encode_mimeheader("X-phone: $phone") . $break_line; 
$headers .= mb_encode_mimeheader("X-mobile_phone: $mobile_phone") . 
$break_line; 
$headers .= mb_encode_mimeheader("X-email_address: $email_address") . 
$break_line; 
$headers .= mb_encode_mimeheader("X-authority: $authority") . $break_line; 
$headers .= mb_encode_mimeheader("X-case_sent: $date") . $break_line; 
$headers .= mb_encode_mimeheader("X-case_name: $case_name") . $break_line; 
$headers .= mb_encode_mimeheader("X-case_number: $case_number") . 
$break_line; 
$headers .= mb_encode_mimeheader("X-case_info: $case_info") . $break_line; 
$headers .= mb_encode_mimeheader("X-attachment: $uploaded_file") . 
$break_line; 
 
// If mail has no attachment add this to message 
if ($uploaded_file != "") { 
  $message = "--".$boundary; 
  $message .= $break_line; 
  $message .= "Content-Type: text/plain"; 
  $message .= $break_line; 
  $message .= "\tcharset=UTF-8"; 
  $message .= $break_line; 
  $message .= "Content-Transfer-Encoding: 8bit"; 
  $message .= $break_line; 
  $message .= $break_line; 
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} 
 
// This will be seen in message body 
$ptext_content .= "Skickat från webbformulär:\n"; 
$ptext_content .= "--------------------------------\n\n"; 
$ptext_content .= "------ Ärendeinformation ------\n"; 
$ptext_content .= "Ärende: $case_name\n"; 
$ptext_content .= "Ärendenummer: $case_number\n"; 
$ptext_content .= "Körkortstyp B: $licence_b D: $licence_d Annat: 
$licence_f\n"; 
$ptext_content .= "Prov avlagt hos Vägverket: $practical_test\n"; 
$ptext_content .= "Medicinska krav: $med\n"; 
$ptext_content .= "Bilaga: $uploaded_file\n"; 
$ptext_content .= "Övrigt: $misc\n\n"; 
$ptext_content .= "------ Personuppgifter ------\n"; 
$ptext_content .= "Namn: $first_name $last_name\n"; 
$ptext_content .= "Personnummer: $personal_id\n"; 
$ptext_content .= "Gatuadress: $postal_address\n"; 
$ptext_content .= "Postnummer: $postal_number\n"; 
$ptext_content .= "Postort: $city\n"; 
$ptext_content .= "Telefon: $phone\n"; 
$ptext_content .= "Mobiltelefon: $mobile_phone\n"; 
$ptext_content .= "E-postadress: $email_address\n\n"; 
$ptext_content .= "--------------------------------\n"; 
 
// Add to message 
$message .= $ptext_content; 
 
if ($uploaded_file != "") { 
  
  $uploaded_file = '/home/registrator/public_html/uploads/'.$uploaded_file; 
  $patharray = explode ("/", $uploaded_file); 
  $filename=$patharray[count($patharray)-1]; 
  $message .= "--".$boundary; 
  $message .= $break_line; 
  $message .= "Content-Type: application/octetstream;"; 
  $message .= $break_line; 
  $message .= "\tname=\"$filename\""; 
  $message .= $break_line; 
  $message .= "Content-Transfer-Encoding: BASE64"; 
  $message .= $break_line; 
  $message .= "Content-Disposition: attachment;"; 
  $message .= $break_line; 
  $message .= "\tfilename=\"$filename\""; 
  $message .= $break_line; 
  $message .= $break_line; 
  
  // File attachment 
  $fd=fopen($uploaded_file, "r"); 
  $filecontent=fread($fd,filesize($uploaded_file)); 
  fclose($fd); 
  $filecontent=chunk_split(base64_encode($filecontent)); 
  $message .= $filecontent; 
  $message .= $break_line; 
  $message .= $break_line; 
  $message .= "--".$boundary."--"; 
  $message .= $break_line; 
} 
 
// Send mail 
if (mail($to, $subject, $message, $headers)) { 
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 // Print sucess message 
 echo "<h1>Ditt ärende är nu registrerat hos $authority</h1>"; 
 echo "<h2>Föjlande uppgifter har skickats</h2>"; 
 echo "<div class=\"personalinfo\">"; 
 echo "<p>&Auml;rendenummer: $case_number</p>"; 
 echo "<p>Ans&ouml;kningsdatum: $date</p>"; 
 echo "<p>Förnamn: $first_name</p>"; 
 echo "<p>Efternamn: $last_name</p>"; 
 echo "<p>Personnummer: $personal_id</p>"; 
 echo "<p>Gatuadress: $postal_address</p>"; 
 echo "<p>Postnummer: $postal_number</p>"; 
 echo "<p>Ort: $city</p>"; 
 echo "<p>Telefon bostaden: $phone</p>";  
 echo "<p>Mobiltelefon: $mobile_phone</p>";  
 echo "<p>E-postadress: $email_address</p>"; 
 echo "</div>"; 
 echo "<div class=\"caseinfo\">";  
 echo "<p>Ans&ouml;kan om: $case_name</p>"; 
 echo "<p>K&ouml;rkort B: $licence_b</p>"; 
 echo "<p>K&ouml;rkort D: $licence_d</p>"; 
 echo "<p>K&ouml;rkort Annat: $licence_f</p>"; 
 echo "<p>Prov avlagt hos V&auml;gverket: $practical_test</p>"; 
 echo "<p>L&auml;karintyg bifogas: $med</p>"; 
 echo "<p>&Ouml;vrigt: $misc</p>"; 
 echo "<p>Bifogad fil: "; 
 if ($_SESSION['uploaded_file'] == "") { 
  echo "Ingen fil bifogad"; 
       } else { 
          echo $_SESSION['uploaded_file']; 
       } 
    echo "</p>"; 
  
} else { 
 // Print error message 
 echo "<h2>Ett fel har uppstått. Ditt ärende kunde inte 
skickas</h2>";  
} 
 
// Function to generate casenumber 
function case_gen() { 
 
  // SET THIS TO WHERE THE CASNUMER DB RESIDES 
  $filename = "/home/registrator/public_html/casenum"; 
   
  if (!file_exists($filename)) { 
    echo "File does not exist, now creating one"; 
    $case_file = @fopen("$filename","w+"); 
    fwrite($case_file,"1"); 
    fclose($case_file); 
    return 1; 
  } else { 
    $case_file = @fopen("$filename","rt"); 
    $case_num = fread($case_file,filesize($filename)); 
    $case_num = intval($case_num); 
    $case_num = $case_num+1; 
    fclose($case_file); 
    $case_file = @fopen("$filename","w+"); 
    fwrite($case_file,$case_num); 
    fclose($case_file); 
    return $case_num; 
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  } 
} 
session_destroy(); 
?> 
 
</body> 
</html> 
 
The code for attachments: 
 
<?php 
session_start(); 
?> 
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" 
"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd"> 
<html xmlns="http://www.w3.org/1999/xhtml"> 
<head> 
<title>Bifoga fil</title> 
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1" /> 
<style type="text/css"> 
<!-- 
body { 
 font-family: Verdana, Arial, Helvetica, sans-serif; 
 font-size: 10pt; 
} 
input { 
 font-family: verdana, arial, sans-serif; 
 font-size: 10pt; 
 color: #666666; 
 border: 1px solid #CCCCCC;  
 margin-right: 0px; 
} 
 
textarea { 
 font-family: verdana, arial, sans-serif; 
 font-size:10pt; 
 color: #666666; 
 border: 1px solid #CCCCCC;  
 margin-right: 0px; 
} 
 
select { 
 font-family: verdana, arial, sans-serif; 
 font-size:10pt; 
 color: #666666; 
 border: 1px solid #CCCCCC;  
 margin-right: 0px; 
} 
checkbox { 
 font-family: verdana, arial, sans-serif; 
 font-size:10pt; 
 color: #666666; 
 border: 1px solid #CCCCCC;  
 margin-right: 0px; 
} 
--> 
</style> 
</head> 
<body> 
<form action="<?=$PHP_SELF?>" method="post"enctype="multipart/form-data"> 
<input type="hidden" name="MAX_FILE_SIZE" value="3000000"> 
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<br>Välj fil att bifoga<p> 
<input type="file" name="file" size="40"><p> 
<input type="submit" name="submit" value="Bifoga"> 
</form> 
<?php 
 
if ($_POST['submit']) { 
 
 $uploaddir = '/home/registrator/public_html/uploads/'; 
 $uploadfile = $uploaddir.$_FILES['file']['name']; 
 
 if (!is_uploaded_file($_FILES['file']['tmp_name'])) { 
  print "<p><font color=\"red\">Du måste välja en fil 
att bifoga</font></p>"; 
  //unlink($_FILES['file']['tmp_name']); 
 } else { 
  $maxfilesize=3000000; 
 
 if ($_FILES['file']['size'] > $maxfilesize) { 
  print "<p><font color=\"red\">Filen du försöker 
bifoga är för stor, max storlek är: $maxfilesize  
bytes</font></p>"; 
  //unlink($_FILES['file']['tmp_name']); 
 } else { 
  if($_FILES['file']['type'] != "image/gif" && 
$_FILES['file']['type'] != "image/pjpeg" && $_FILES['file']['type'] 
!="image/jpeg" && $_FILES['file']['type'] !="application/pdf" && 
$_FILES['file']['type'] !="application/msword" && $_FILES['file']['type'] 
!="application/vnd.ms-excel" && $_FILES['file']['type'] !="text/plain") { 
   print "<p><font color=\"red\">Otllåten 
filtyp!: Följande filtyper ät tillåtna: .jpg, .gif, .doc, .pdf, .txt, 
.xls</font></p>"; 
   unlink($_FILES['file']['tmp_name']); 
  } else { 
  
 move_uploaded_file($_FILES['file']['tmp_name'],$uploadfile); 
   print "<p>Följande fil har bifogats: 
<b>".$_FILES['file']['name']."</b>"; 
   print "<br>Storlek: 
<b>".$_FILES['file']['size']."</b> bytes"; 
   $uploaded_file = $_FILES['file']['name']; 
   $_SESSION['uploaded_file'] = 
$uploaded_file; 
   print "<p><a 
href=\"javascript:self.close()\">Stäng fönstret</a>"; 
   exit; 
  } 
 } 
 } 
} 
?> 
</body> 
</html> 
 
 
 
The code for error checking/validating the data from the form: 
 
<?php 
session_start(); 
?> 
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<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" 
"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd"> 
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="sv-SE"> 
<head> 
<meta http-equiv="Content-Type" content="application/xhtml+xml; 
charset=iso-8859-1" /> 
<meta name="author" content="Projektgrupp RA1 Luleå tekniska universitet" 
/> 
<meta name="keywords" content="24-timmarsmyndigheten, samhällsservice, 
myndighet" /> 
<meta name="description" content="24-timmarsmyndigheten" /> 
<title>Ans&ouml;kan om k&ouml;rkortstillst&aring;nd</title> 
<style type="text/css" title="Stil 1" media="screen"> 
 @import url("style1.css"); 
</style> 
</head> 
<body> 
 <?php 
  echo "<form "; 
  if ($_SESSION['no_errors'] != 1) { 
   echo "action=\"$_SERVER[PHP_SELF]\" "; 
  } else { 
   echo "action=\"send_mail.php\" "; 
  } 
  echo "method=\"post\" enctype=\"multipart/form-data\" 
name=\"register\" id=\"reg_1\">"; 
  echo "<input name=\"err_chk\" type=\"hidden\" 
value=\"check\" />"; 
 ?> 
 
 <div class="header"> 
   <img src="bd.gif" alt="Myndighet i  
Norrbotten" width="285" height="82" /> 
 </div> 
  
 <div class="personalinfo"> 
  <p><span class="important">Obligatoriska f&auml;lt 
&auml;r markerade med en *</span></p> 
  <p>Ans&ouml;kningsdatum: <?php echo date('Y-m-d'); 
?></p> 
  <p class="field"> 
  * Förnamn:<br /> 
  <?php 
   $first_name = $_POST['first_name']; 
   if ($first_name == "") { 
    echo '<span 
class="important">Förnamn måste fyllas i</span><br />'; 
    echo '<input name="first_name" 
type="text" size="30" maxlength="80" tabindex="1" />'; 
    $first_name_ok = 0; 
   } else { 
    for($i=0; 
$i<strlen($first_name); $i++) { 
     if 
(ctype_alpha($first_name[$i]) || ($first_name[$i] == '-') || 
($first_name[$i] == ' ')) { 
     
 $first_name_ok = 1; 
     } 
    } 
    if ($first_name_ok == 1) { 
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     echo "<input 
name=\"first_name\" type=\"text\" size=\"30\" maxlength=\"80\" 
value=\"$first_name\" disabled=\"disabled\" />"; 
     echo "<input 
name=\"first_name\" type=\"hidden\" value=\"$first_name\" 
checked=\"checked\" />"; 
    } else { 
     echo '<span 
class="important">Namnet är ej giltigt</span><br />'; 
     echo "<input 
name=\"first_name\" type=\"text\" size=\"30\" maxlength=\"80\" 
value=\"$first_name\" tabindex=\"1\" />"; 
    } 
   } 
  ?> 
  </p> 
  <p class="field">   
  * Efternamn:<br /> 
  <?php 
     $last_name = $_POST['last_name']; 
   if ($last_name == "") { 
    echo '<span 
class="important">Efternamn måste fyllas i</span><br />'; 
          echo '<input name="last_name" type="text" size="30" 
maxlength="80" tabindex="2" />'; 
    $last_name_ok = 0; 
   } else { 
    for($i=0; $i<strlen($last_name); 
$i++) { 
     if 
(ctype_alpha($last_name[$i]) || ($last_name[$i] == '-') || ($last_name[$i] 
== ' ')) { 
     
 $last_name_ok = 1; 
     } 
    } 
    if ($last_name_ok == 1) { 
     echo "<input 
name=\"last_name\" type=\"text\" size=\"30\" maxlength=\"80\" 
value=\"$last_name\" disabled=\"disabled\" />"; 
     echo "<input 
name=\"last_name\" type=\"hidden\" value=\"$last_name\" checked=\"checked\" 
/>"; 
    } else { 
     echo '<span 
class="important">Namnet är ej giltigt</span><br />'; 
     echo "<input 
name=\"last_name\" type=\"text\" size=\"30\" maxlength=\"80\" 
value=\"$last_name\" tabindex=\"2\" />"; 
    } 
   } 
  ?> 
  </p> 
  <p class="field"> 
  * Personnummer:<br /> 
  <?php 
   $personal_id = $_POST['personal_id']; 
   $personal_id = ereg_replace(' ','', 
$personal_id); 
   $personal_id = ereg_replace('-','', 
$personal_id); 
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   if ((strlen($personal_id) != 10) || 
!is_numeric($personal_id)) { 
    echo '<span 
class="important">Personnummer måste fyllas i (10 siffror)</span><br />'; 
    echo "<input 
name=\"personal_id\" type=\"text\" size=\"15\" maxlength=\"10\" 
value=\"$personal_id\" tabindex=\"3\" />"; 
          $personal_id_ok = 0; 
   } else { 
    echo "<input 
name=\"personal_id\" type=\"text\" size=\"15\" maxlength=\"10\" 
value=\"$personal_id\" disabled=\"disabled\" />"; 
    echo "<input 
name=\"personal_id\" type=\"hidden\" size=\"15\" maxlength=\"10\" 
value=\"$personal_id\" />"; 
    $personal_id_ok = 1; 
   } 
  ?> 
  </p> 
  <p class="field"> 
    * Gatudress:<br /> 
  <?php 
   $postal_address = 
$_POST['postal_address']; 
   if ($postal_address == "") { 
    echo '<span 
class="important">Gatuadress måste fyllas i</span><br />'; 
    echo '<input 
name="postal_address" type="text" size="30" maxlength="80" tabindex="4" 
/>'; 
    $postal_address_ok = 0; 
   } else { 
    echo "<input 
name=\"postal_address\" type=\"text\" size=\"30\" maxlength=\"80\" 
value=\"$postal_address\" disabled=\"disabled\" />"; 
    echo "<input 
name=\"postal_address\" type=\"hidden\" size=\"30\" maxlength=\"80\" 
value=\"$postal_address\" />"; 
    $postal_address_ok = 1; 
   } 
  ?> 
  </p> 
  <p class="field"> 
    * Postnummer:<br /> 
    <?php 
   $postal_number = $_POST['postal_number']; 
   $postal_number = ereg_replace(' ','', 
$postal_number); 
     if ((strlen($postal_number) != 5) || 
!is_numeric($postal_number)) { 
    echo '<span 
class="important">Postnummer måste fyllas i (5 siffror)</span><br />'; 
    echo "<input 
name=\"postal_number\" type=\"text\" size=\"15\" maxlength=\"5\" 
value=\"$postal_number\" tabindex=\"5\" />"; 
        $postal_number_ok = 0; 
   } else { 
    echo "<input 
name=\"postal_number\" type=\"text\" size=\"15\" maxlength=\"5\" 
value=\"$postal_number\" disabled=\"disabled\" />"; 
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    echo "<input 
name=\"postal_number\" type=\"hidden\" size=\"15\" maxlength=\"5\" 
value=\"$postal_number\" />"; 
    $postal_number_ok = 1; 
   } 
    ?> 
    </p> 
  <p class="field"> 
     * Ort:<br /> 
    <?php 
   $city = $_POST['city']; 
   if ($city == "") { 
    echo '<span 
class="important">Ort måste fyllas i</span><br />'; 
        echo '<input name="city" type="text" 
size="30" maxlength="80" tabindex="6" />'; 
    $city_ok = 0; 
   } else { 
    for($i=0; $i<strlen($city); 
$i++) { 
     if 
(ctype_alpha($city[$i]) || ($city[$i] == '-') || ($city[$i] == ' ')) { 
      $city_ok = 
1; 
     } 
    } 
     if ($city_ok == 1) { 
      echo 
"<input name=\"city\" type=\"text\" size=\"30\" maxlength=\"80\" 
value=\"$city\" disabled=\"disabled\" />"; 
      echo 
"<input name=\"city\" type=\"hidden\" value=\"$city\" checked=\"checked\" 
/>"; 
     } else { 
      echo 
'<span class="important">Namnet är ej giltigt</span><br />'; 
      echo 
"<input name=\"city\" type=\"text\" size=\"30\" maxlength=\"80\" 
value=\"$city\" tabindex=\"6\" />"; 
     } 
   } 
  ?> 
  </p> 
  <p class="field"> 
  Telefon bostaden:<br /> 
  <?php 
   $phone = $_POST['phone']; 
   $phone = ereg_replace(' ','', $phone); 
   $phone = ereg_replace('-','', $phone); 
   $phone = ereg_replace('/','', $phone); 
     if ($phone == "" ) { 
      echo '<input name="phone" type="text" 
size="15" maxlength="20" disabled="disabled" />'; 
      $phone_ok = 1; 
   } elseif (!is_numeric($phone)) { 
    echo '<span 
class="important">Telefonnummer (endast siffror)</span><br />'; 
    echo "<input name=\"phone\" 
type=\"text\" size=\"15\" maxlength=\"20\" value=\"$phone\" tabindex=\"7\" 
/>"; 
    $phone_ok = 0; 
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   } else { 
    echo "<input name=\"phone\" 
type=\"text\" size=\"15\" maxlength=\"20\" value=\"$phone\" 
disabled=\"disabled\" />"; 
    echo "<input name=\"phone\" 
type=\"hidden\" size=\"15\" maxlength=\"20\" value=\"$phone\" />"; 
    $phone_ok = 1; 
   } 
  ?> 
  </p> 
  <p class="field"> 
  Mobiltelefon:<br /> 
  <?php 
   $mobile_phone = $_POST['mobile_phone']; 
   $mobile_phone = ereg_replace(' ','', 
$mobile_phone); 
   $mobile_phone = ereg_replace('-','', 
$mobile_phone); 
   $mobile_phone = ereg_replace('/','', 
$mobile_phone); 
   if ($mobile_phone == "") { 
    echo '<input name="mobile_phone" 
type="text" size="15" maxlength="20" disabled="disabled" />'; 
    $mobile_phone_ok = 1; 
   } elseif (!is_numeric($mobile_phone)) { 
    echo '<span 
class="important">Mobilnummer (endast siffror)</span><br />'; 
    echo "<input 
name=\"mobile_phone\" type=\"text\" size=\"15\" maxlength=\"20\" 
value=\"$mobile_phone\" tabindex=\"8\" />"; 
    $mobile_phone_ok = 0; 
   } else { 
    echo "<input 
name=\"mobile_phone\" type=\"text\" size=\"20\" maxlength=\"20\" 
value=\"$mobile_phone\" disabled=\"disabled\" />"; 
    echo "<input 
name=\"mobile_phone\" type=\"hidden\" size=\"20\" maxlength=\"20\" 
value=\"$mobile_phone\" />"; 
    $mobile_phone_ok = 1; 
  
   } 
  ?> 
  </p> 
  <p class="field"> 
    * E-postadress<br /> 
  <?php 
   $email_address = $_POST['email_address']; 
   if ($email_address == "" || !eregi("^[_a-
z0-9-]+(\.[_a-z0-9-]+)*@[a-z0-9-]+(\.[a-z0-9-]+)*(\.[a-z]{2,3})$", 
$email_address)) { 
    echo '<span 
class="important">Ogiltig e-postadress</span><br />'; 
      echo "<input 
name=\"email_address\" type=\"text\" size=\"30\" maxlength=\"80\" 
value=\"$email_address\" tabindex=\"9\" />"; 
    $email_address_ok = 0; 
   } else { 
    echo "<input 
name=\"email_address\" type=\"text\" size=\"30\" maxlength=\"80\" 
value=\"$email_address\" disabled=\"disabled\" />"; 
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    echo "<input 
name=\"email_address\" type=\"hidden\" size=\"30\" maxlength=\"80\" 
value=\"$email_address\" />"; 
    $email_address_ok = 1; 
   } 
  ?> 
  </p> 
 </div> 
 <div class="caseinfo"> 
  <p><strong>Ans&ouml;kan om:</strong></p> 
  <?php 
   $ansokan = $_POST['ansokan']; 
   if (!isset($ansokan)) { 
    echo '<span 
class="important">Typ av ärende måste anges</span>'; 
    echo '<p class="field">';
     
    echo '<input type="radio" 
name="ansokan" value="Taxiförarlegitimation" tabindex="10" />'; 
    echo 
'Taxif&ouml;rarlegitimation'; 
    echo '</p>'; 
    echo '<p class="field">'; 
    echo '<input type="radio" 
name="ansokan" value="Förhandsbesked om taxiförarlegitimation" 
tabindex="11" />'; 
    echo 'F&ouml;rhandsbesked om 
taxif&ouml;rarlegitiamation'; 
    echo '</p>'; 
    $ansokan_ok = 0; 
   } else { 
    if ($ansokan == 
"Taxiförarlegitimation") { 
     echo '<p 
class="field">'; 
     echo '<input 
type="radio" name="ansokan" value="Taxiförarlegitimation" checked="checked" 
disabled="disabled" />'; 
     echo '<input 
type="hidden" name="ansokan" value="Taxiförarlegitimation" 
checked="checked" />'; 
     echo 
'Taxif&ouml;rarlegitimation'; 
     echo '</p>'; 
     echo '<p 
class="field">'; 
     echo '<input 
type="radio" name="ansokan" value="Förhandsbesked om taxiförarlegitimation" 
disabled="disabled" />'; 
     echo 
'F&ouml;rhandsbesked om taxif&ouml;rarlegitiamation'; 
     echo '</p>'; 
         $ansokan_ok = 1; 
    } elseif ($ansokan == 
"Förhandsbesked om taxiförarlegitimation") { 
     echo '<p 
class="field">'; 
     echo '<input 
type="radio" name="ansokan" value="Taxiförarlegitimation" 
disabled="disabled" />'; 
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     echo 
'Taxif&ouml;rarlegitimation'; 
     echo '</p>'; 
     echo '<p 
class="field">'; 
     echo '<input 
type="radio" name="ansokan" value="Förhandsbesked om taxiförarlegitimation" 
checked="checked" disabled="disabled" />'; 
     echo '<input 
type="hidden" name="ansokan" value="Förhandsbesked om 
taxiförarlegitimation" checked="checked" />'; 
     echo 
'F&ouml;rhandsbesked om taxif&ouml;rarlegitiamation'; 
     echo '</p>'; 
         $ansokan_ok = 1; 
    } 
   } 
  ?> 
  <br />  
  K&ouml;rkortuppgifter: 
  <p class="field"> 
    <?php 
   $licence_b = $_POST['licence_b']; 
   $licence_d = $_POST['licence_d']; 
   $licence_f = $_POST['licence_f']; 
  
   if (!isset($licence_b) && 
!isset($licence_d) && !isset($licence_f)) { 
    echo '<span 
class="important">Körkortstyp måste anges</span><br />'; 
    echo '<input type="checkbox" 
name="licence_b" value="checkbox" tabindex="12" /> 
      B 
        <input 
type="checkbox" name="licence_d" value="checkbox" tabindex="13" /> 
      D 
       <input 
type="checkbox" name="licence_f" value="checkbox" tabindex="14" /> 
      Annat 
(t.ex. utl&auml;ndskt k&ouml;rkort) 
        '; 
    $licence_ok = 0; 
   } else { 
    $licence_ok = 1; 
     if 
(isset($licence_b)) { 
     echo '<input 
type="checkbox" name="licence_b" value="checkbox" checked="checked" 
disabled="disabled" /> 
      
 <input type="hidden" name="licence_b" value="checkbox" 
checked="checked" />B'; 
     } else { 
      echo 
'<input type="checkbox" name="licence_b" value="checkbox" 
disabled="disabled" />B'; 
    } 
    if (isset($licence_d)) { 
     echo '<input 
type="checkbox" name="licence_d" value="checkbox" checked="checked" 
disabled="disabled" /> 
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 <input type="hidden" name="licence_d" value="checkbox" 
checked="checked" />D'; 
    } else { 
     echo '<input 
type="checkbox" name="licence_d" value="checkbox" disabled="disabled" />D'; 
    } 
    if (isset($licence_f)) { 
     echo '<input 
type="checkbox" name="licence_f" value="checkbox" checked="checked" 
disabled="disabled" /> 
      <input 
type="hidden" name="licence_f" value="checkbox" checked="checked" /> 
                       Annat (t.ex. utl&auml;ndskt 
k&ouml;rkort)'; 
    } else { 
           echo '<input type="checkbox" name="licence_f" 
value="checkbox" disabled="disabled"/> 
                Annat (t.ex. utl&auml;ndskt 
k&ouml;rkort)'; 
    } 
  
   } 
    ?> 
    </p><br /> 
  Yrkeskunnande: 
  <p class="field"> 
  <?php 
   $practical_test = 
$_POST['practical_test']; 
    if (isset($practical_test)) { 
         echo '<input type="checkbox" 
name="practical_test" value="checkbox" checked="checked" 
disabled="disabled" />'; 
             echo '<input type="hidden" name="practical_test" 
value="checkbox" checked="checked" />'; 
    } else { 
     print '<input 
type="checkbox" name="practical_test" value="checkbox" disabled="disabled" 
/>'; 
    } 
  ?> 
  Prov avlagt hos V&auml;gverket 
  </p><br /> 
  Medicinska krav: 
  <p class="field"> 
  <?php 
   $med = $_POST['med']; 
    if (isset($med)) { 
           echo '<input type="checkbox" name="med" 
value="checkbox" checked="checked" disabled="disabled" />'; 
           echo '<input type="hidden" name="med" 
value="checkbox" checked="checked" />'; 
    } else { 
     echo '<input 
type="checkbox" name="med" value="checkbox" disabled="disabled" />'; 
    } 
  ?> 
  L&auml;karintyg bifogas 
  </p> 
 </div> 
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 <div class="send"> 
  <br /> 
  &Ouml;vrigt: 
  <p class="field"> 
  <?php 
   $misc = $_POST['misc']; 
    if (isset($misc)) { 
     $misc = 
str_replace("\r", "", $misc); 
     $misc = 
str_replace("\n", "", $misc); 
     $misc = 
preg_replace('/\s+/', ' ', $misc); 
     echo "<input 
type=\"hidden\" name=\"misc\" value=\"$misc\" />"; 
     echo "<textarea 
name=\"misc\" cols=\"55\" rows=\"5\" 
disabled=\"disabled\">$misc</textarea>"; 
    } else { 
            echo "<textarea 
name=\"misc\" cols=\"55\" rows=\"5\" disabled=\"disabled\"></textarea>"; 
    } 
  ?> 
  </p> 
  <p> 
  Bifogad fil:<br /> 
  <?php 
   if ($_SESSION['uploaded_file'] == "") { 
    echo "Ingen fil bifogad"; 
       } else { 
          echo $_SESSION['uploaded_file']; 
       } 
  ?> 
  </p> 
    <?php 
   unset($_SESSION['no_errors']); 
   if ($ansokan_ok == 1 && $licence_ok == 1 
&& $first_name_ok == 1 && $last_name_ok == 1 && $personal_id_ok == 1 && 
$postal_address_ok == 1 && $postal_number_ok == 1 && $city_ok == 1 && 
$phone_ok == 1 && $mobile_phone_ok == 1 && $email_address_ok == 1) { 
        $no_errors = 1; 
    $_SESSION['no_errors'] = 
$no_errors; 
    echo '<p><span 
class="important">'; 
    echo "Alla fält är giltiga. Läs 
igenom uppgifterna och klicka på \"Bekräfta ansökan\" för att gå vidare."; 
    echo '</span></p>'; 
   } else { 
    $no_errors = 0; 
    $_SESSION['no_errors'] = 
$no_errors; 
   } 
  ?> 
  <p class="field"> 
  <?php 
   if ($no_errors == 1) { 
    echo "<input type=\"submit\" 
name=\"Submit\" value=\"Bekräfta ansökan\" />"; 
    echo '&nbsp; &nbsp;'; 
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    echo "<input type=\"button\" 
name=\"Submit2\" value=\"&Auml;ndra uppgifter\"  
onClick=\"history.go(-1)\"  
/>"; 
   } else { 
    echo "<input type=\"submit\" 
name=\"Submit\" value=\"Skicka ansökan\" />"; 
    echo '&nbsp; &nbsp;'; 
    echo "<input type=\"reset\" 
name=\"Submit2\" value=\"Rensa\" />"; 
   } 
  ?>      
  </p> 
 </div> 
 </form> 
</body> 
</html> 
 
Stylesheet code: 
 
body { 
 margin:10px 10px; 
 padding:10px; 
 font-family: Verdana, Arial, Helvetica, sans-serif; 
 font-size: 90%; 
 background-color: #fff; 
} 
h1 { 
 margin:0px 0px 15px 0px; 
 padding:0px; 
 font-size:200%; 
 font-family:serif; 
 line-height:130%; 
 font-weight:bold; 
 color:#000; 
} 
h2 { 
 margin:10px 0px 15px 0px; 
 padding:0px; 
 font-size:160%; 
 font-family:serif; 
 line-height:120%; 
 font-weight:normal; 
 color:#000; 
} 
div.welcome { 
 margin:20px auto; 
 padding:10px; 
 width:400px; 
 background-color:transparent; 
 border: 0; 
 text-align:center; 
} 
div.sent { 
 margin: auto; 
 padding:10px; 
 width:600px; 
 background-color:blue; 
 border: 10px; 
 text-align:center; 
} 
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div.header { 
 margin:0px 0px 30px 0px; 
 padding:0px; 
 border:0; 
} 
div.generalinfo { 
 margin:0; 
 padding:0px; 
 border: 0; 
 text-align:left; 
} 
div.personalinfo { 
 float:left; 
 margin:0px 20px 0px 0px; 
 padding:0px; 
 width:300px; 
 border: 0; 
 text-align:left; 
}  
div.caseinfo { 
 float:left; 
 margin:0px 20px 0px 0px; 
 padding:0px; 
 width:400px; 
 border: 0; 
 text-align:left; 
}  
div.send { 
 float:left; 
 margin:0px 20px 0px 0px; 
 padding:0px; 
 width:400px; 
 border: 0; 
 text-align:left; 
} 
span.important { 
 color:red; 
} 
p.field { 
 margin: 5px 0px; 
 padding: 0; 
} 
input { 
 color: #4e4e4e; 
 border: 1px solid #CCCCCC;  
 margin-right: 0px; 
} 
 
textarea { 
 color: #4e4e4e; 
 border: 1px solid #CCCCCC;  
 margin-right: 0px; 
} 
 
select { 
 color: #4e4e4e; 
 border: 1px solid #CCCCCC;  
 margin-right: 0px; 
} 
checkbox { 
 color: #4e4e4e; 
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 border: 1px solid #CCCCCC;  
 margin-right: 0px; 
} 
img { 
 border: 2px solid #000000; 
} 
 
 
Stylesheet for printing: 
 
body { 
 margin:0px; 
 padding:0px; 
 font:11pt serif; 
 line-height: 110%; 
 color:#000; 
 background-color: #fff; 
} 
h1 { 
 margin:0px 0px 15px 0px; 
 padding:0px; 
 font-size:130%; 
 font-family:serif; 
 line-height:130%; 
 font-weight:bold; 
 color:#000; 
} 
h2 { 
 margin:10px 0px 15px 0px; 
 padding:0px; 
 font-size:110%; 
 font-family:serif; 
 line-height:120%; 
 font-weight:normal; 
 color:#000; 
} 
div.generalinfo { 
 margin:0; 
 padding:0px; 
 border: 0; 
 text-align:left; 
} 
div.personalinfo { 
 float:left; 
 margin:0px 20px 0px 0px; 
 padding:0px; 
 width:300px; 
 border: 0; 
 text-align:left; 
}  
div.caseinfo { 
 float:left; 
 margin:0px 20px 0px 0px; 
 padding:0px; 
 width:400px; 
 border: 0; 
 text-align:left; 
}  
div.send { 
 float:left; 
 margin:0px 20px 0px 0px; 
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 padding:0px; 
 width:400px; 
 border: 0; 
 text-align:left; 
} 
 
 
Code for the conversion script: 
 
#!/usr/bin/perl -w 
 
use strict; 
use Fatal; 
use IO::File; 
use DirHandle; 
use English; 
use Fcntl qw (:flock); 
use MIME::Parser; 
use MIME::Head; 
use MIME::Entity; 
use Encode qw/encode decode/; 
use XML::XMLWriter; 
 
my($home_dir, $file, $line, $file_name, @lines, $debug, $mails, $entry, 
$inc_dir, $inc_log_file, $sent_dir, $sent_log_file); 
 
## Set path variables 
 
$home_dir = "$ENV{HOME}"; 
$inc_dir = $home_dir . "/Maildir/cur/"; 
$inc_log_file = $home_dir . "/archive/maillog-incoming"; 
$sent_dir = $home_dir . "/Maildir/.Sent/cur/"; 
$sent_log_file = $home_dir . "/archive/maillog-sent"; 
 
## End set path variables 
 
# Set debug level (1=on 0=off) 
$debug = 0; 
 
## Main loop, read files in "current" directory in "Maildir" 
 
# For received e-mails 
&read_dir($inc_dir,$inc_log_file); 
 
# For sent e-mails 
&read_dir($sent_dir,$sent_log_file); 
 
## End main loop 
 
## Read maildir 
sub read_dir { 
        my (@filelist, $mail_dir, $log_file); 
 $mail_dir = $_[0]; 
 $log_file = $_[1]; 
 # Read all files in dir 
 opendir(DIR, $mail_dir); 
 @filelist = readdir(DIR); 
 closedir(DIR); 
 &compare($mail_dir,$log_file,@filelist); 
} 
## End read maildir  
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## Compare files in directory with filenames in logfile 
sub compare { 
 
 my(@filelist, $dir, $found, $file_path, $logfile); 
 
 ($dir, $logfile, @filelist) = @_; 
 
 if ($debug == 1) { 
  print STDOUT "@filelist\n"; 
 } 
 
 foreach $file (@filelist) { 
  $found = 0; 
  $file_path = $dir . $file; 
  # Skip "." and ".." in directory 
  next if ($file =~ /^\.\.?$/); 
  open(M_LOGFILE, "$logfile"); 
 
  while ($line = <M_LOGFILE>) { 
   # Remove newline charachter 
   chomp($line); 
 
   # Check if e-mail is already converted 
   if ($file eq $line) { 
    $found = 1; 
    last; 
   } 
  } 
  # Do this if e-mail is NOT already converted 
  if ($found != 1) { 
   close M_LOGFILE; 
   # Convert e-mail to XML format 
   &convert($file_path);  
   # Add this e-mail to the list of converted 
   open (M_LOGFILE,">>$logfile"); 
   print M_LOGFILE "$file\n"; 
   close M_LOGFILE; 
   if ($debug == 1) { 
    print STDOUT "\nAdded $file to 
$logfile\n"; 
   } 
  } 
  close(M_LOGFILE); 
 } 
} 
## End compare 
 
## Convert e-mail 
sub convert { 
 my ($entity, $parser, $head, $body, $file_path, $doc, $email, 
$dir, $fh, $x_numtemp, $xmlfile, $newdir, $sender, $case, $case_dir, 
$is_case, $subject_x, $temp1, $temp2, $return_path, $from_form); 
 $entity = new MIME::Entity; 
 $parser = new MIME::Parser; 
 $head = new MIME::Head; 
 $body = new MIME::Body; 
  
 # Tell the MIME parser where to put parsed files 
 $parser->output_under("$home_dir/archive/converted"); 
 # Full path to file (the e-mail) 
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 $file_path = "$_[0]"; 
  
 # Open file with MIME parser  
 $entity = $parser->parse_open($file_path); 
 
 # Create XML document 
 $doc = new XML::XMLWriter(system => "$home_dir/perl/email.dtd", 
     public => '-
//W3C//DTD Specification Version 2.1//EN', 
                                        root => 'e-mail');  
 $email = $doc->createRoot; 
 
 # Extract e-mail head 
 if ($head = $entity->head) { 
  # Extract and decode Subject header 
  $subject_x = decode('MIME-Header',$head-
>get('Subject')); 
  # Check if Subject header contains case number (has 
record status) 
  if ( $subject_x =~ m/\[{1}[0-9]+\]{1}/) { 
   ($temp1, $temp2) = split(/\[/, 
$subject_x); 
   ($subject_x, $temp1) = split(/\]/, 
$temp2); 
          $is_case = 1; 
  } else { 
   $is_case = 0; 
  } 
 } 
 
 # Check if e-mail is sent from web form 
 if ($head->count('Return-Path')) { 
  $return_path = decode('MIME-Header',$head-
>get('Return-Path')); 
  if ($return_path =~ 
(m/\S?marlin\S?myndighet.mine.nu\S?/i)) { 
   $from_form = 1; 
  } else { 
   $from_form = 0; 
  } 
        } 
  
 # If e-mail is sent from web form then add additional headers to 
XML file 
 if ( ($is_case == 1) && ($from_form == 1) ) {  
  if ($head = $entity->head) { 
   $sender = $email->sender; 
   $sender->mailer->_pcdata($head->get('X-
Mailer')); 
   $sender->first_name->_pcdata(decode('MIME-
Header', $head->get('X-first_name'))); 
   $sender->last_name->_pcdata(decode('MIME-
Header', $head->get('X-last_name'))); 
   $sender->personal_id->_pcdata($head-
>get('X-personal_id')); 
   $sender->postal_address-
>_pcdata(decode('MIME-Header', $head->get('X-postal_address'))); 
   $sender->postal_number->_pcdata($head-
>get('X-postal_number')); 
   $sender->city->_pcdata(decode('MIME-
Header', $head->get('X-city'))); 



Appendix E  Application Prototype, Code 
 

 

XXXI

 

   $sender->phone->_pcdata($head->get('X-
phone')); 
   $sender->mobile_phone->_pcdata($head-
>get('X-mobile_phone')); 
   $sender->email_address-
>_pcdata(decode('MIME-Header', $head->get('X-email_address'))); 
   
   $email->authority->_pcdata(decode('MIME-
Header', $head->get('X-authority'))); 
   $email->case_sent->_pcdata($head->get('X-
case_sent')); 
   $email->received->_pcdata($head-
>get('Received')); 
 
   $case = $email->case; 
   $case->case_name->_pcdata(decode('MIME-
Header',$head->get('X-case_name'))); 
   $case->case_number->_pcdata($head->get('X-
case_number')); 
   $case->case_info->_pcdata(decode('MIME-
Header',$head->get('X-case_info'))); 
   
   $email->subject->_pcdata(decode('MIME-
Header',$head->get('Subject'))); 
   $email->attachment->_pcdata(decode('MIME-
Header',$head->get('X-attachment'))); 
  } 
  
  # Add e-mail body to XML file 
  if ($body = $entity->bodyhandle) { 
   $email->message->_pcdata($body-
>as_string); 
  } 
 
  # Check where MIME parser stored parsed message and 
attachment(s) 
  $dir = $parser->filer->output_dir($head); 
  # Store XML file in the same directory 
  $xmlfile = "> " . $dir . "/msg"; 
  $x_numtemp = $head->get('X-case_number'); 
  chomp($x_numtemp); 
  $xmlfile = $xmlfile . $x_numtemp . ".xml"; 
 
  # Write XML file to disc 
  $fh = new IO::File $xmlfile; 
  if (defined $fh) { 
   print $fh $doc->get(); 
          $fh->close; 
     } 
 
  # Move files to the correct location 
  $case_dir = $home_dir . "/archive/converted/" . 
$head->get('X-case_number'); 
  system("mkdir $case_dir"); 
  system("mv $dir $case_dir"); 
 
 # If e-mail is a reply then do this 
 } elsif ($is_case == 1) { 
  if ($head = $entity->head) { 
   $sender = $email->sender; 
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   $sender->mailer->_pcdata($head->get('X-
Mailer')); 
   $sender->first_name->_pcdata("\n"); 
   $sender->last_name->_pcdata("\n"); 
   $sender->personal_id->_pcdata("\n"); 
   $sender->postal_address->_pcdata("\n"); 
   $sender->postal_number->_pcdata("\n"); 
   $sender->city->_pcdata("\n"); 
   $sender->phone->_pcdata("\n"); 
   $sender->mobile_phone->_pcdata("\n"); 
   $sender->email_address->_pcdata("\n"); 
   
   $email->authority->_pcdata("\n"); 
   $email->case_sent->_pcdata("\n"); 
   $email->received->_pcdata($head-
>get('Received, 0')); 
 
   $case = $email->case; 
   $case->case_name->_pcdata("\n"); 
   $case->case_number->_pcdata("\n"); 
   $case->case_info->_pcdata("\n"); 
   
   $email->subject->_pcdata(decode('MIME-
Header',$head->get('Subject'))); 
   $email->attachment->_pcdata("\n"); 
  } 
  # Add e-mail body to XML file 
  if ($body = $entity->bodyhandle) { 
   $email->message->_pcdata($body-
>as_string); 
  } 
 
  # Check where MIME parser stored parsed message and 
attachment(s)      
  $dir = $parser->filer->output_dir($head); 
  # Store XML file in the same directory 
  $xmlfile = "> " . $dir . "/msg"; 
  $x_numtemp = $subject_x; 
  chomp($x_numtemp); 
  $xmlfile = $xmlfile . $x_numtemp . ".xml"; 
 
  # Write XML file to disc 
  $fh = new IO::File $xmlfile; 
  if (defined $fh) { 
   print $fh $doc->get(); 
   $fh->close; 
  } 
 
  # Move files to the correct location 
  $case_dir = "$home_dir/archive/converted/" . 
$subject_x; 
  system("mkdir $case_dir"); 
  system("mv $dir $case_dir"); 
 } else { 
  # Do nothing, the e-mail does not have record status 
and should not be converted 
 } 
} 
 
## End convert 
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# EOF 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  


