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Information security policy

1. Introduction

1.1 Purpose of the document

This policy is part of Lulea University of Technology's information security management
system. The purpose of the policy is to ensure the conditions for systematic information
security work that provides appropriate and well-balanced protection and quality in the
University's information management. The policy describes objectives, organisation,
overall roles and responsibilities in the field of information security. The information
security policy is further concretised through guidelines, rules and procedures.

The policy covers the entire University's information security work, all information assets
that the University owns or manages, and concerns all employees, students and other
stakeholders who have access to the University's information and IT resources. The policy
must also be applied when the University procures products and services in the field of
information management.

1.2  Background and definitions

Lulea University of Technology is a government agency with the mission to conduct
education and research, which means that the university generates and handles large
amounts of information, both in physical and digital form. This information is one of the
University's most important assets to fulfil its mission. For the University, good information
security is an approach that must permeate all the University's operations.

Information security is about systematically managing and protecting information in a
satisfactory manner. Partly by classifying all the information that the University handles,
and partly by ensuring that information based on classification is protected in the right way
to prevent information from being leaked, distorted or destroyed.

Information security encompasses the areas of administrative, organisational and technical
security. This is an approach that is not only limited to systems, but also applies to various
forms of information carriers, such as paper, speech between individuals, images and other
storage media.

Lulea University of Technology 971 87 Luled
0920-49 10 00 www.ltu.se



Governing documents  2(4)

Unit Date Dnr
. 2025-06-23 LTU-2531-2025
LULEA Process
TEKNISKA 11.1 Operations and
UNIVERSITET administrative law

The work on information security is primarily based on laws and regulations, as well as the
University's own requirements and agreements entered. As a public authority, the
University is obliged to comply with current legislation in the area, taking particular
account of the regulation (2022:524) on the preparedness of government agencies and the
Swedish Civil Contingencies Agency's regulations for information and IT security (MSBFS
2020:6 and 2020:7).

Information owner is a term used in the field of information security, and so also in this
document, and implies managerial responsibility in the same way as budget, quality and
environmental responsibility. An information manager is also a term used in information
security work and refers to all employees, students, partners and other stakeholders who
have access to the University's information.

Information security work must be coordinated with other security work at the University.

2. Information security work at Lulea University of Technology

Information security work shall be an integral part of all activities conducted at Lulea
University of Technology to prevent and limit negative effects of unwanted events.

The following principles shall govern the information security work at Lulea University of
Technology:

e The information security work will be based on the established standard series
ISO/IEC 27000 with the goal of creating an information security management
system (LIS).

e Information security work must be conducted actively, systematically and be based
on risk analyses. The risk analyses are based on the current threat picture and
provide support in the work of classifying the value of the information based on the
University's decided classification model. The cost must be weighed against the
benefits and risk-taking.

e For the protection to have the right level and scope, the University's information
security must be based on information classification and risk and vulnerability
analysis.

e The information owner, who is also the operations manager, is responsible for
ensuring that there is a documented picture of information that is handled within his
or her area of operation and that it is updated annually. All information should be
classified so that it is possible to determine what protection the information needs
and how it may be handled.

e The work must be an integral part of the employees’ responsibility for their own
operations. The most important part of creating secure information management is
always the employees' knowledge, awareness and motivation.
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In the case of cooperation with an external party and/or a stay abroad, an assessment
of the protective value of the information and a risk analysis must always be carried
out.

For the work, there must be information adapted to the target group as well as
available instructions and templates. Information sessions that provide an
opportunity for dialogue regarding information security issues should be provided.

3. Objective

Information security work must be risk-based. The work for each business area must be
planned, controlled and carried out in a structured way for robust, secure and reliable
information management.

The following objectives apply to the University's information security work and must be
followed up by the management:

There must always be designated information owners who have a clear
responsibility for their part of the University's information management.
Information security work must comply with laws, regulations and agreements that
regulate information management.

The University should have a developed security awareness and encourage the
commitment of all employees to follow common rules and motivate them to
participate in continuously improving information security for information
management.

Employees or other information handlers must be trained and knowledgeable in
information security in relation to their role.

Based on the classification level, the information that is handled must always be
protected against unauthorized access, it must be correct, available when necessary
and, in cases where necessary, it must be possible to determine who has access to
the information. This corresponds to the key concepts of information security:
confidentiality, accuracy, availability and traceability.

4. Organisation and responsibility

The University Board and the Vice Chancellor have overall responsibility for the
University's information security. This responsibility includes ensuring that there are
governing documents for information security work and the resources needed to implement
what the governing documents prescribe. The Vice-Chancellor is also responsible for
ensuring that a systematic follow-up of information security work at the University is
carried out.

The Vice Chancellor's decision-making and delegation of authority states that the head of
department and head of administrative support are responsible for information security in
their area. All information owners (business managers) are responsible for their information
management and thus also the application of information security in their own operations.
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Information owners are also responsible for ensuring that employees are sufficiently
informed about their roles and responsibilities regarding information security before they
are given access to the University's information systems. The responsible operations
manager must ensure that there are conditions for the information to be classified and
handled according to the established model.

The coordination responsibility for information security work lies with the information
security function and entails responsibility for planning, coordination, follow-up and
control of compliance with information security work. The Chief Information Security
Officer is responsible for ensuring that the Vice Chancellor and the University's
management receive updated situational pictures of identified threats and risks that may
affect or affect the University's information management and thus information security
work. The Vice Chancellor decides how these information security risks are to be handled.

5. Follow-up and reporting
The information security policy should be regularly reviewed and updated to ensure that it

is effective and adapted to changes in the business and the operating environment.

In connection with the University's tertiary follow-ups, follow-up of information security
work must also take place.

The main rapporteur on information security issues is the information security officer.

6. Handling of deviations and exceptions

The information assets that the University owns or is responsible for must be secured even
if unforeseen events occur, such as disruptions and incidents. The head of department and
head of administrative support are responsible for ensuring that procedures, processes or
equivalent are in place to ensure this.
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